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Mobile Devices

Smart mobile phones present us with an array of functions such 
as online shopping, mobile banking, taking pictures or recording 
videos, reading news, downloading applications (or “apps”) and 
participating in social networks. Other benefits include sending 
and receiving email, allowing internet connection and GPS 
navigation the list goes on as you can see by the graphic to the right.  
(https://imgur.com/BXx1Y ) 

However, this level of functionality means that significant amounts 
of personal and business information are often stored on mobile 
phones, making them attractive targets for cyber-attacks. Users 
can also be victims of such attacks if they lack cybersecurity 
knowledge. 

In South Africa and most parts of Africa, the vast majority of 
internet access is via mobile phones and not tablets or desktops. 
Certain people continually share aspects of their lives - how they 
feel, where they go, and even pieces of identity information 
such as their address, age and personal pictures. Fragments of 
identity information are bits of information that if combined, 
provide a larger picture of the identity of an individual. Such 
identity information may enable malicious individuals to commit 
identity theft, or be utilised for stalking, bullying, or other forms of 
harassment. 
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We identify the main threat actors facing mobile users today:

• Cyberbullies: Deliberate harm inflicted through the form of electronic text via email, 
websites, social networking sites or blogs.

• Cybercriminals / Scamsters: An illegal activity carried out through the use of the Internet.

• Online predators: Online predators are individuals who commit child sexual abuse that 
begins or takes place on the Internet.

• Hackers: A person or group of people who are skilled in the use of computer systems 
and may illegally obtain access to private computer systems.The following cyber threats 
have the potential to place a person in danger and should be considered for yourself and 
your family:

• Bullying / Flaming: A hostile, strongly worded message which can contain obscene or 
threatening language.

• Cyberstalking: methods used by individuals to lure, track or harass another individual 
online.

• Grooming: The methods utilised by sexual predators to get to know and seduce their 
victims in preparation for sexual abuse.

• Identity Theft: In this crime, someone acquires the vital information (e.g., identity number, 
credit card, bank account details and numbers) of another individual, usually to steal 
money. Spyware, viruses and email scams are among the most frequently used methods 
for stealing a person’s identity.

• Malware: Malicious software designed to cause harm, which includes any code such 
as trojans, worms, spyware, ransomware, etc. that is designed to collect information or 
damage the computer.

• Offensive and Inappropriate Content: A person may be exposed to vulgar language, 
sexual content, nudity and violence.

• Phishing:  A malicious attempt, usually via email, to gain information such as financial 
information (credit card, bank numbers) or passwords, by pretending to be a trustworthy 
company/person.
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• Ransomware: Malware which requires the victim to pay a ransom to access encrypted 
files.

• Sexting: The creation or exchange of provocative messages and nude, sexual images 
using a device’s (cell phone, computer, etc.) built-in digital camera and text messaging 
capabilities. Usually conducted by teens and ‘tweens.’

• Spyware: A wide array of software installed on individuals’ computers, which collects 
information about the individual without their knowledge or consent and sends it back to 
whoever wrote the spyware program.

Tips for using your mobile devices more safely include:

• Antivirus Software: Software which attempts to block malicious code/programs/software 
(called viruses or malware) from harming your mobile phone may not be updated or 
even used at all. 

• App: An application (also referred to as an app) is a type of software that may be 
downloaded onto a device may be malicious.

• Buddies (Buddy list): A user’s list of friends found on various media chat sites such as 
instant messaging (IM) may not be adequately validated and allow unsavoury people to 
join.

• Geotagging: A photograph often taken with a smartphone, which is embedded with 
hidden geographical coordinates can provide sensitive location information.
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• Internet Browser: A program which allows one to search for, hear or view material on web 
pages is not configured to protect the user’s privacy or security. Well known browsers 
include Google Chrome, Microsoft Edge, Firefox and Safari.

• Pass Codes: A secret selection of numbers or sequence of characters that must be 
presented to gain access or admittance. People may use a weak password or use the 
same password across multiple sites such as social media.

• Social Media: There are many social networking websites (e.g. Facebook, Twitter, LinkedIn, 
Pinterest, Instagram, and TikTok) where people may overshare sensitive information or 
communicate with predators.

In summary, we (especially our children) have incredible opportunities for entertainment and 
self-education in cyberspace, using an array of digital applications and gadgets, of which 
the smartphone is the king. Children of all ages spend a significant amount of time surfing 
the Internet and communicating online via social media or gaming platforms. It is therefore 
vital that children, parents (or caregivers) and teachers are forewarned about online dangers, 
trained to detect/avoid potential threats and empowered to better deal with any possible 
incidents should they occur.
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