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We all live in the information age and have access to 
a staggering amount of data at our fingertips. Much 
of this information is publicly available, but a large 
proportion should be kept confidential, classified 
accordingly and protected from those who do not 
have the required authority to access it.

We do this in our personal lives too. Think about your 
family unit for a second - you have information that 
you are happy to share with friends, more personal 
information that only your close family are privy to, 
followed by sensitive information you would only 
like your special partner to know. There may then be 
extremely sensitive medical or personal details that 
you wish to keep secret to yourself.

In the same way, companies also have levels of information typically classified as:

• Public    • Business-use

• Confidential   • Top secret

INFORMATION PROTECTION
If you don’t value your personal information someone else will.
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This information is available in both physical (paper) and increasingly now in digital formats, 
which thanks to an explosion in technology is spread across computing / mobile devices, 
third-party providers and cloud-based platforms often hosted in different countries.

What are the types of information that need protecting?

Information Category Information Examples

Personal Identifiable 
Information (PII)

•	 Full name (if not common)

•	 Home address

•	 Date of birth

•	 Identity number

•	 Passport number

•	 Banking information

Personal Data

Any information relating to 
an identified or identifiable 
person

•	 Email address or other online identifiers

•	 Social media post

•	 Location data

•	 Photograph

•	 IP address

Sensitive Personal Data

Special categories of 
personal data

•	 Biometrics data - Retina scans, voice signatures, or facial 
geometry

•	 Health information - Patient identification number, health 
records

•	 Political opinions

•	 Trade union membership

•	 Sexual orientation

•	 Religious or philosophical beliefs

Sensitive Business Data

•	 Customers

•	 Suppliers

•	 Staff and contractors

•	 Intellectual property

•	 Financial data

•	 Business data – Invoices, purchase orders, contracts

•	 Email or other communication platforms

•	 Physical security and environmental systems (CCTV or access 
control)
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Consequences of an Organisational Breach of Sensitive Information 

Here are five ways an organisation might suffer in the event of a data breach:

1. Financial: If personal data is leaked, the organisation may incur associated incident 
response costs, downtime and possible penalties from clients.

2. Legal: A data breach does not only affect the breached organisation, but may also put 
the associated employees, consumers, customers, partners, and service providers at 
risk - any of which may decide to take legal action seeking justice and protection. Win 
or lose, a lawsuit can be an expensive proposition.

3. Compensation and Remediation Costs: Among the many costs involved with a security 
failure are those associated with forensic investigations to determine the source and 
cause of the breach, fix the gaps that were exploited, and address any residual risk to 
consumers and others. Someone has to pay for free credit monitoring services, after 
all.

4. Lost Revenue: A data breach may cause customers to lose trust in the affected 
organisation. When that happens, there is a good chance that they will take their 
business elsewhere.

5. Reputation: When word of a data breach gets out, loss of reputation soon follows.  
In order to mend fences with all affected parties, organisations will incur costs 
associated with increased marketing, communications, and public relations campaigns.  
As the saying goes, a good reputation takes years to gain—but a moment to lose.
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Information Protection Tips:
	Never leave confidential or private documents in plain sight. 
	Ensure that all paper backups are stored in a secure storage area. 
	Be careful when sending emails; ensure that you double-check the contents before 

sending. 
	Ensure that all confidential emails are labelled accordingly, and password protected 

where necessary.
	Be careful of what information you enter onto websites.

What to do if you personally experience a data breach?

• If the incident is work-related: Report the matter to your manager and the information 
security team.

• If the issue is personal: Report the incident to your nearest police station.

You can also contact the Alert Africa team:  info@alertafrica.com

https://wolfpackrisk.com/?utm_source=footer&utm_medium=infographic&utm_campaign=Wolfpack_Infographic_Footer
https://alertafrica.com/?utm_source=footer&utm_medium=infographic&utm_campaign=AA_Infographic_Footer



