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A scam is an attempt to defraud a person or group by gaining their confidence. Scams come 
in various shapes and forms and generally fall into four high-level categories:

•	 Stealing personal information
•	 Buying/selling goods and services
•	 Dating and romance
•	 Threats and extortion

Other scams such as threats and extortion, fake charities, employment and get rich quick 
scams make up the balance.

Scams that attempt to steal information normally disguise themselves as phishing emails from 
a trusted party. The links contained in these emails often allow various types of malware 
to be installed on your machine. Some of the malware 
in these links are often used to create a backdoor into 
your machine, which allows the perpetrator access to 
your system. Once remote access has been established, 
the hacker will have access to any data stored on your 
machine and will be able to steal this information 
without your knowledge. This personal information 
may be used to commit identity theft crimes.

Clues to potential loss of personal information: 

•	 Performance of your device slows down. 
•	 Debt collectors call you about debts that aren’t yours.

SCAMS
Don’t take the bait, validate.
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Buying or selling of goods and services online often poses a threat to the buyer. There are 
fake e-commerce sites advertising goods and services which appear genuine, or genuine 
sites that get redirected to a fake site for payment. In these instances, the consumer decides 
to buy the product or service and completes the transaction using their credit card, only to 
realise later when the goods/services to do not materialise that it was a scam. At this point, 
not only have you lost money but potentially exposed your credit card details as well. Other 
scams in this category include classified scams, mobile premium services, false billing and 
overpayment scams.

Clues for spotting a fake site:

•	 Search independent reviews from other customers or type in the word “scam” with 
the prospective company to see if they have been reported.

•	 Type the web address directly into your web browser. Do not trust links without 
checking them. 

•	 Social media pages on the company are new, have few followers or irate customers 
asking for their money back.
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Dating/romance scams are increasing in number thanks to the rise in social media, dating 
sites and apps. These sites charge a sign-up fee, and once this is done and billed, the user 
is directed to a fake community of “lonely hearts” where catfishing is the primary reason for 
communication. 

Catfishing is when someone tricks a lonely victim into a relationship using a fake online 
persona. These types of scams often involve emotional blackmail to get money from the 
victim. 

Clues for spotting a fake dating profile:

•	 Match language skills to the person’s background.
•	 Check their location / IP address.
•	 Do a Google image search on their profile pictures  

(https://www.google.com/imghp?hl=en).
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Threats and extortion are growing in number and will prey on people that don’t want to end 
up on the wrong side of the law. The use of ransomware, where a computer is locked, and 
the data is encrypted until payment is made to unlock the computer, is becoming a dominant 
problem in the cyber security space. As mentioned above, other malware can be installed on 
a user’s machine and threats to expose the information can be made. Another type of scam 
that is linked to romance/dating scams is sextortion. One version is where the user starts 
corresponding with someone who usually has a fake profile. The conversations eventually 
become more personal and provocative pictures are exchanged. The online scammer then 
threatens to send the pictures to everyone the victim knows unless they pay a fee for the 
pictures to be deleted. Threats of arrest and threats to a person’s life using information from a 
variety of commonly used public platforms is another type of scam.

Other types of scams include financial-type get rich quick schemes. Just remember, if it seems 
too good to be true, it probably is! 

Tips:

•	 Do not open emails, attachments or click on links from unknown sources.
•	 Limit what you share online.
•	 Beware of requests for personal or financial details.
•	 Do not provide any personal or technical information to an unknown party, even if 

they say they are from a well-known company like Microsoft.
•	 Be careful when shopping online. Use verified, secure payment methods such as 

PayPal. 
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