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Foreword
The digital domain has become an integral part of our lives and information
and communications technology has proven to be a vital factor in productivity
growth and innovation.
Safeguarding digital security and freedom and maintaining an open and
innovative digital domain are preconditions for the proper functioning of any
society and Africa today probably has one of the biggest gaps to close in solving
these challenges. Large and small enterprises, governments, as well as private
internet users are increasingly facing threats in cyberspace.

The objective of cyber security is to
reduce cyber risks, minimise the impact of
attacks, build trust and secure the internet.
Cyber security includes the application
of information security standards, the
definition of appropriate stakeholder
organisations and the education of all
internet users.
Cyber security is however becoming so complicated that you could argue that
complexity is one of our biggest security challenges. The evolving trends of
mobility, social media, cloud computing and advanced targeted attacks are
driving this complexity. Increasingly well-funded organisations, organised
crime syndicates and elite hacktivist groups are behind many of the high profile
incidents we have all witnessed in the news recently.
How do we better manage our response to the cyber threat? Collaboration is
key. In this regard we are grateful to the British High Commission in Nigeria for
their support in launching the 2014 Nigerian Cyber Threat Barometer. We are
thankful for the input and endorsements obtained from a substantial number of
public and private organisations in Nigeria, as well as the professional research
and analysis conducted by indigenous specialised firm, Digital Jewels.
We are confident that the collective wisdom garnered from all participating
stakeholders will provide invaluable guidance to drive initiatives aimed at
safeguarding the digital security of the Nigerian people. We have certainly seen
the benefits from a similar collaborative report published in South Africa in
2013.
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Craig Rosewarne
Director - Wolfpack Information Risk
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British High Commission
The Internet has propelled the growth of the Global Village. It has transformed
our interactions with each other and our access to information, news
and opinion. Increasingly we run our lives from the smart phones, tablets
and laptops that are as indispensable to us as the plastic in our wallets.
Businesses thrive only as long and as well as they anticipate fast-developing
technologies, customer demands and nimble competitors. The delivery of
public services relies increasingly on the Net.
But the risks and threats associated with cyber space are no less real.
Organised crime, terrorism and hostile attacks are all too familiar. According
to a 2012 report by Norton, cybercrime alone accounted for a loss to the
global economy of $388bn. The cost in human misery and tragedy is
incalculable.
The UK has acted decisively to tackle these dangers. Our National Security
Strategy launched in 2010 identified cyber security as a top priority with
international terrorism, military crises and natural disasters. The British
Government committed £650m over four years to a transformative National
Cyber Security Programme to strengthen our capabilities. Our subsequent
Cyber Security Strategy set out how the UK would tackle cyber threats to
promote economic growth and protect our security and way of life. The aim
has been to make the UK one of the most secure places in the world to do
business as more and more is conducted online, by consumers, companies
and the public sector alike.
Nigeria and Nigerians are no less at risk than the UK. For too long cyber crime
has tarnished Nigeria’s international reputation. The phenomenal rise of
mobile communications, the drive from the Central Bank of Nigeria towards
a cashless economy, increasing use of smart technology in government and
the rapid growth of online commerce are all contributing to this country’s
economic growth. For the current generation of young Nigerians, cyber is
already the only way they know to run their personal and professional lives.
For them and their country’s broader economic and social interests, Nigeria
needs a robust approach to cyber security. Federal and State governments,
public institutions and the private sector all have a role to play, through
legislation; the adoption of international standards; awareness, information
and education campaigns; a rigorous approach to online security; and zero
tolerance towards the exploitation of cyber space.
The 2014 Nigerian Cyber Threat Barometer makes an important contribution
towards addressing the threats and risks to Nigeria from cyber space. It
attempts, for the first time, to establish a baseline of the extent and degree
of cyber threats against which future progress in combating them can be
measured. It offers encouragement and support for the progress already
being made to address the risks and threats, including the Cyber Crime Bill,
the adoption of international standards and strong cyber security measures.
And it makes recommendations for building on this progress.
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Dr Andrew Pocock
CMG, British High Commissioner
to Nigeria

I am delighted
that the British
High Commission
in Nigeria has
contributed
towards the
funding of the
Nigeria Cyber
Threat Barometer
Report. I am
confident it will be
a valuable tool at
federal and state
level and in the
public and private
sectors for taking
full advantage
of cyber space,
combating the
threats and
encouraging
cooperation
between the UK
and Nigeria in
the interests of
our security and
prosperity.
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Executive Summary
“The good we secure for ourselves is precarious
and uncertain until it is secured for all of us and
incorporated into our common life.” - Jane Addams
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landmark research.

Information Security in Nigeria:
An Overview
The state of security as a whole in Nigeria can be described
as a quagmire with multi-faceted root causes and multidimensional symptoms. The physical security threats are
glaring, somewhat regionalised and often situational. The
recent insurgence of the Boko Harem extremist group and the
havoc it is wrecking in Northern Nigeria is a sore case in point.

Adedoyin Odunfa
CEO/MD Digital Jewels Ltd

Technical and administrative security, its effect and
consequences is still barely understood in many quarters but
the risks are present and the effect unmistakable. Holistically,
information security is an unfolding and poorly understood
concept particularly within the context of the unfortunate
reputation Nigeria has in the international community of being
a haven for security breaches of every dimension and especially
what has come to be known as the 419 scams – advanced fee
fraud.
On the surface therefore, it would seem to be a picture of doom
and gloom. With internet penetration in Nigeria increasing at
a rapid pace (currently estimated at 32.9%, representing 55.9
million people), does its impending ubiquity also signal an
era of rising cybercrime? The Nigerian cyberspace is littered
with virtual minefields and cyber threats that appear to be
proliferating. Rogue militant communities are joining the ever
growing gangs of hackers and mounting repeated assaults on
mainly public sector websites. The private sector websites
and other e-delivery channels are also targeted. The growth of
e-delivery channels may also seem to be a double edged sword
as the Central Bank of Nigeria continues to aggressively push
the “Cashless Nigeria” initiative aimed at reducing the volume
of cash in circulation.

Global Best Practice Standard Certification
Status in Nigeria as of February 2014

.
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The expected benefits and risks of “Cashless Nigeria”
are as follows:
Benefits
• Improved security
• Increased velocity of money
• Financial inclusion
• Transparency
Risks
• Greater magnitude and impact of fraud
• More internal threats
• Prevalent social engineering attacks
It is estimated that 70% of Nigeria’s growing population
of 170 million are between the ages of 18 and 35. Many
of them are unemployed and unskilled which could pose
a significant risk to the state of security in the country.
Furthermore, the country’s vast populace of which many
live in blissful oblivion of the pervasive security threats, are
susceptible to social engineering attacks and insufficiently
skilled for the present day digital era challenges. These
include, amongst others, auditors and control personnel.
Nevertheless, the situation is not completely hopeless. Nigeria
is taking great strides in implementing controls to strengthen
its information security framework. The Central Bank of Nigeria
through its subsidiary Nigeria Inter-Bank Settlement System
(NIBSS) recently launched a biometric project for the entire
banking sector using the Bankers Committee as a platform.
Nigeria has a bullish banking regulator that is aggressively
driving the adoption of global best practice standards,
especially those focused on information security across the
e-payments value chain. The public sector has also adopted
global security standards, specifically, the government’s IT
Company, Galaxy Backbone Plc and The National Identity
Management Commission (NIMC) have both implemented
the ISO27001 global standard for Information Security.
Information and Communications Technology (ICT) service
providers and non-financial institutions have also followed
suit. This has resulted in a relatively large number of Nigerian
companies achieving global best practice certifications.
Additionally, NIMC makes use of a biometric system coupled
with secure chip and pin based cards to enrol its citizens. The
country migrated successfully and aggressively to chip and
pin based cards aheanumbeed of several developed nations,
which resulted in an estimated 90% drop in fraud. Lastly, a
few private organisations in Nigeria have established intraorganisational Security Operation Centres (SOC) which
are as sophisticated as those in any developed country.

Cyber Security in Nigeria
There are many definitions for cyberspace. The Oxford
dictionary defines it as “The notional environment in which
communication over computer networks occurs”. Cyberspace
refers to the boundless space known as the internet which is

today ingrained in nearly every part of our daily lives. Securing
our cyberspace, is therefore critical in order to safeguard
economic growth and our way of life.
Cyber security refers to the technologies and processes that are
put in place in order to protect the confidentiality, integrity and
availability (CIA) of data within cyberspace. Cybercrime refers
to any crime that gets committed within cyberspace using a
computing device. Cyberspace provides several advantages
such as easier access to information and collaboration between
global communities. The biggest disadvantage however is that
it has resulted in an increase in cyber criminal related activities.
In Nigeria specifically, there are several factors that influence
the country’s susceptibility to cybercrime. They include:
•
•

•
•
•
•
•
•
•
•
•
•
•

The absence of a legal and regulatory framework that
clearly recognises the pervasiveness and approaches to
cybercrime and one that prescribes clear penalties
The high rate of unemployment within the context
of a huge population with over 50% of the youths
(accounting for 70% of the population) unemployed or
underemployed
High rates of poverty and low per capital incomes
High levels of corruption
The inadequacy of cyber security skills in law enforcement
agencies, government and private sectors
Low security controls at a personal, institutional, sectoral
and national level
The lack of awareness of cyber threats which lends itself
to widespread social engineering attacks
The lack of comprehensive statistics on cyber security
The absence of wide spread industry collaboration
The absence of a national database, making criminals
more difficult to track
The recent emphasis on electronic delivery channels in a
bid to reduce cash in circulation in the country (“Cashless
Nigeria”)
The increase of online retail stores and e-commerce
activity
The growth of e-government initiatives

“We can evade reality but we
cannot evade the consequences
of evading reality.” –Ayn Rand.
The effects of cybercrime are significant and wide ranging.
Probably the most apparent and dreaded is financial loss –
both direct and indirect. Reputational loss or impairment is also
undesirable, particularly by e-government initiatives, financial
institutions, online retail stores and other fiercely competitive
commercial ventures. Business disruption, loss of productivity,
increased mistrust within and beyond organisations are the
other consequences associated with cybercrime.
The 2014 Nigerian Cyber Threat Barometer Report - Page 7

Summary of key issues identified

The Key Findings of the
research report can be summarised
as follows:
•

Whilst there was no clear consensus on the trends of
cyber security in Nigeria, there was a definite agreement
that the top cyber security breaches in Nigeria result
from social engineering attacks such as phishing, 419
scams, identity theft and unauthorised access. Breaches
resulting in financial fraud and embezzlement through
internal collusion and involving e-delivery channels such
as ATMs, mobile channels and the web were also rated
high, particularly for the financial sector. The third highest
category of cyber security breaches is information asset
theft through session hijacking, email hijacking and
website hijacking.

•

Respondents rated the internet as the leading source of
cyber security breaches in Nigeria, followed by insider
collusion, pharming and phishing.

•

An overwhelming majority of respondents selected social
engineering as the key cyber attack method in Nigeria
and also identified malware and keyloggers as other
frequently used methods

•

According to respondents, the leading cyber vulnerability
in Nigeria is the lack of user awareness for both
employees and customers. The vulnerabilities arising
from weak technical security practices such as poor
patch management, out-dated anti-virus software and
unsecured or misconfigured networks were also highly
rated

•

According to the survey, the use of monitoring tools and
other detection mechanisms are the principal way of
detecting cybercrime in Nigeria today. Customer reports
are the next most prevalent detection method. The use
of internal audits and routine staff checks are also key
detection methods.

•

As there is currently no accurate data addressing the cost
of cybercrime in Nigeria and most of the loss still goes
unreported, the respondents were only able to estimate a
conservative loss in excess of N70 billion (USD 42 million)
annually whilst noting that the key emerging threat to
cyber security in Nigeria today is related to e-delivery
channels (ATM fraud, mobile fraud & card holder data
theft), followed by social engineering attacks.
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•

According to the stakeholders interviewed, although
cybercrime is common in Africa, it is more prevalent
in Nigeria due to the population size, the push
towards a cashless society, relatively high internet
penetration, lack of adequate security controls,
weak governance and high poverty levels.

•

Organisations had diverse methods of addressing
cybercrime incidents but most report the incidents
to law enforcement officers, with the Economic and
Financial Crimes Commission (EFCC) topping the list.

•

Respondents from financial institutions and
telecoms sectors reported having in-house staff
with requisite Information Security training and
certifications. The in-house staff and external
service providers are used to detect incidents and
conduct investigations.

•

Nigerian organisations, especially financial
institutions, do not report many cybercrime
incidents, out of fear of reputation damage. Other
reasons include a lack of confidence in the ability
of law enforcement agencies to handle cybercrime
incidents and the absence of consequences for not
reporting cybercrime.

•

The respondents noted the absence of a legal and
regulatory framework as a glaring impediment to
cyber security in Nigeria. It was, however, noted
that the Cybercrime Bill 2013 is awaiting passage by
the National Assembly. This bill, together with the
Central Bank of Nigeria’s (CBN) mandate for Banks
to attain compliance to the PCIDSS and ISO27001
international standards are regarded as the top
initiatives to develop and strengthen Nigeria’s legal
and regulatory framework.

•

Respondents noted a number of key collaborative
initiatives aimed at addressing the cyber threat quandary
to include the Nigerian Electronic Fraud Forum (NEFF),
the CBN Biometric project, and Professional Association
led initiatives. Most respondent organisations participate
in various public-private partnerships for the purpose of
preventing and detecting cybercrime and suggestions
were made towards collaborating on a National, PanAfrican and International scale. Respondents felt
required research to drive these initiatives and combat
cybercrime as a whole should be driven by public-private
partnerships.

•

Most respondents voted for establishing a National CSIRT
(Computer Security Incident Response Team) run by a
government agency.

•

According to the survey the top skill sets needed in
Nigeria are computer and digital forensics, forensics
investigation, cybercrime prevention, detection and
incident handling and technical ethical hacking skills.
Respondents felt the training needs could best be
addressed by a National Cyber Security Training Academy,
in conjunction with private training institutions, which
should be properly regulated and accredited.

•

The study revealed cyber security related training
received by government and regulatory authorities is
particularly deficient, whereas, e-payment companies
appear to receive adequate training in this regard.
Respondents identified various training interventions
ranging from general awareness to highly skilled
information security courses addressing incident
response, attack and defence, secure coding, ethical
hacking and forensic investigation.

•

•

An overwhelming majority of respondents do not believe
Nigeria is investing enough resources in mitigating
cybercrime, although it was noted that considerable
investment had been made by the financial services
sector, mainly in response to the CBN’s mandate.
Most respondents agree that there should be an
inclusive large scale and sustained national awareness
campaign on cyber security across the country addressing
all stakeholder groups with an emphasis on the key
sectors of the economy and targeted at the top tier of
organisations.

Recommendations

“If you reveal your secrets to the
wind, you should not blame the
wind for revealing them to the
trees” - Kahlil Gibran
“Always remember: amateurs
hack systems, professionals hack
people.” - Bruce Schneier
The cyberspace landscape in Nigeria is evolving rapidly. Cyber
security is today without doubt, an issue of national concern
demanding urgent, focused and far reaching measures to
address it. Given the results of this report and lessons learnt
on a global, regional and national level we have identified that
the challenge in Nigeria is to build a nation that is aware of the
importance of information security.

“You can’t talk yourself out of a
problem you behave yourself into.”
- Stephen Covey
We recommend the following:
•

Overriding Framework, Systems & Standards
o

We urge the passing and enforcement of the
Cybercrime Bill 2013 to provide a basis for securing
the nation’s cyber space.

o

We recommend a stakeholder-centric national CSIRT
as an MCT/ONSA initiative with private sector input.

o

We encourage the adoption of global best practice
standards, with a bias for information security, on
a national level to strengthen institutional controls,
processes, systems and skills. Taking the lead from
the banking regulator, other regulators should follow
suit to adopt these standards within their sectors.
Key sectors of the economy such as telecoms, public
sector, non-bank financial institutions and oil and gas
would be a priority as would emerging sectors such as
mobile and e-payment providers and large retailers.
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Summary of key issues identified (continued)
o

The Payment Card Industry Data Security Standard
(PCI DSS) to be applied to all organisations that
store, transmit or process payment card data.





ISO/IEC 27001:2013, the international standard for
best practice Information Security Management
Systems (ISMS) and its relevant supporting
standards which include:

•

ISO/IEC 27032:2012 - provides guidance for
improving the state of cyber security

•

ISO/IEC 27035 the international standard for
incident management. Incident management is a
crucial component of cyber resilience

•

ISO/IEC 27031 the international standard for ICT
readiness for business continuity.



ISO/IEC 22301 is the international standard for
Business Continuity Management (BCM).

The methods that will
most effectively minimise
the ability of intruders to
compromise Information
Security is comprehensive
user training and education.
Enacting policies and
procedures simply will not
suffice. Even with oversight
the policies and procedures
may not be effective.

- Kevin
Mitnick
•

equipped with labs and state of the art tools to enable
emphasis on hands on skills though scenario-based
training.

The key standards will include :

o

Education: Fundamentals of information security
with reference to cyber security should be built into
the University and the secondary school curricula.
A ministry of Education/MCT collaboration could
achieve this.

o

Awareness: The development and rollout of a large
scale awareness programme addressing cyber security
specifically and information security in general is
recommended. This is to address the significant social
engineering threat as revealed by the research.

We advocate a 3-pronged people strategy: TEA (Training,
Education & Awareness) aimed at building the “human
firewall” concept

Training

Develop Skill Set
Blue-Print
Roll out Information
Security Training
Programmes

Education

Imbibe Information Security
Fundamentals into
Educational Curricular

Awareness

National Scale
Inclusive Approach

• Tertiary, Secondary and
Primary Levels

We will bankrupt ourselves in the
vain search for absolute security. Dwight D. Eisenhower

People:
o

Training. We recommend a stakeholder-centric
development of a 3 year information security
skills blue print by the Ministry of Communication
Technology (MCT) and private-sector. A skills baseline
assessment survey may be required to build on the
work of this research and to provide a factual basis for
the blue print to be developed. We recommend the
development of a private sector-led Cyber Security
Academy governed and accredited by the MCT and
based on global best practice. This Academy will be
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In truth, there is no such thing as absolute security. Moreover,
security is a process not a project and in many ways a moving
goal post. To shrug it off as a passing phenomenon would not
be the wise thing to do. To attempt to achieve absolute or
perfect security is an exercise in futility. As a nation, we need
to understand the threats, vulnerabilities and risks we face
as a result of engaging in cyberspace and take appropriate
measures to safe guard the nation’s economy, assets and
future. Let us act now.

International
Analysis
Cyberspace is everywhere around us. From the broadband
networks that run to our houses and places of work to
the local networks within schools, businesses, hospitals
and critical infrastructure. The World Wide Web has
interconnected the whole world more than ever before
in human history and for any nation to thrive in today’s
economy, its cyberspace must be adequately secured.
The Red October cyber espionage malware was reported to
have been in operation for over 5 years. It targeted several
organisations around the world including government
agencies, critical infrastructure industries and other
scientific research organisations. Its main objective was to
send confidential information from these organisations to
remote command and control servers.
The cyber threat has been declared, by US President Obama,
as “one of the most serious economic and national security
challenges we face as a nation” and that “America’s economic
prosperity in the 21st century will depend on cyber security.”

The survey respondents were distributed as follows:

31% across Asia-Pacific
28% across Europe,
26% across North America
10% across Latin America
5% from South Africa.
The distribution and composition of respondents suggests that
the threats in cyberspace affects everyone regardless of size
or geo-graphical location. This can be seen in the table on
the next page that shows examples of recent cyber incidents
between August 2013 and January 2014.
(Source: http://hackmageddon.com)

Lloyd’s in 2013 listed cybercrime as 1 of the top 3 priorities in
businesses. The Lloyd’s Risk Index 2013 is based on a global
survey of 588 C-suite and board level executives conducted by
Ipsos MORI for Lloyd’s during April and May 2013.
The survey asked respondents about their attitudes to 50
risks across five categories Business and strategic risk:
•
•
•
•

Economic, regulatory and market risk
Political, crime and security risk
Environmental and health risk
Natural hazard risk

The survey which targeted more than 500 of the world’s most
senior business leaders also suggests executives are focusing on
more pressing problems including cyber-attacks and increased
material costs, rather than longer-term strategic decisions.
Cyber security now sits fairly towards the top of the agenda
for boards around the world with cyber risk moving from 12th
to 3rd place in the index. Business leaders have awakened to
recognise the importance of cyber security following a series of
high profile incidents since 2011.
In the survey, 77% of respondents represented smaller
businesses with an annual turnover of US$499 million or less
and 23% represented larger companies with annual turnover
of US$500 million or more.
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International Analysis (continued)
Date

Author

Target

Description

Attack

Jan 1

Syrian Electronic
Army

Skype

The Syrian Electronic Army hacks Skype’s Twitter account,
Facebook page, and blog and posts a message against NSA
surveillance.

Account
hijacking

Jan 2

South Korea

Japan

A server administrator discovered that one of the eight
computers in the reactor control room of the Monju
Nuclear Plant had been accessed over 30 times in the
last five days. More than 42,000 emails and staff training
reports were stored on the computer. The attack originates
(or was routed through) South Korea.

Targeted
attack

Jan 3

Unknown

Steam, Battle.net
Origin, League of
legends

The servers for Steam, Origin, Battle.net and League of
Legends were brought down temporarily by apparent
DDoS attacks that seem to be related to a swatting attack
on an individual known for streaming games.

DDoS

Jan 7

H4x0rHuSsY

OpenSUSE

The well-known Pakistani hacker H4x0rHuSsY hacked
the official forum of OpenSUSE, defacing it and allegedly
compromising the account information of 79,500
registered users.

Bulletin
zero-day

Jan 8

Anonymous

Namibia

In the name of OpFunKillAnonymous took down Namibia’s
main government portal gov.na.

DDoS

23 Dec

Moroccan Islamic
Union-Mail

South Africa

The official website of South Africa’s Department of Health
(doh.gov.za) is breached and its homepage defaced by
hackers of a group called Moroccan Islamic Union-Mail.

Defacement

4 Dec

Anonymous

Angola

In name of OpAngola Anonymous took down a total of 70
websites belonging to the Angolan government.

DDoS

14 Dec

Moroccan Ghosts

Nigeria

Hackers of the Moroccan Ghosts group deface the official
website of the Federal Ministry of Finance in Nigeria (fmf.
gov.ng).

Defacement
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Date

Author

Target

Description

Attack

15 Oct

Uknown

South Africa

South Africa’s banks have lost tens of millions of Rands
after an ‘’unauthorised international organisation” hacked
the card details of fast food restaurant customers.

Unspecified
malware

21 Sept

Team Madleets

Hackers defaced Google Burundi (.bi) and Google Kenya.

DNS Poising

20 Aug

Anonymous

Gabon

A news website allegedly related to the Gabonese
government gabonactu.com was hacked. The hacktivists
leaked the details of 171 users and the login credentials of
the site’s administrator.

Unknown

12 Jun

Anonymous

Zimbabwe

Anonymous Africa initiates a campaign against the
Zimbabwean government and takes down:
•
A news site (iol.co.za)
•
The Ministry of Defence (mod.gov.zw)
•
The Revenue Authority (zimra.co.zw)

DDoS

Burundi and
Kenya

Several DDoS attacks occurred throughout 2013, however, the
biggest DDoS attack was directed at Spamhaus in March 2013.
Spamhaus is an international non-profit organisation dedicated
to battling spam. Several experts have called it the biggest DDoS
attack in history.

The word cloud also highlights the words organisation and
data which may indicate that organisations and data were the
most targeted in 2013. The data in this case could refer to the
user’s data and / or the organisation’s data. However, the main
aspect the word cloud highlights is that there are hundreds if
not thousands of threats out in cyber space!

Cyber Threat Cloud for 2013

The word cloud below was generated using the information
contained in 20 different threat reports for 2013. The word
cloud serves to highlight which words came up most frequently
in the threat reports. Looking at the word cloud we can see
that malware, mobile, phishing and DDoS attacks were the
most reported threats in 2013.

It was estimated that the attack peaked at 300 gigabits per
second. Spamhaus CEO Steve Linford told the BBC at the time
that the attack had enough force to cause worldwide disruption
of the internet.
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International Cyber
Initiatives

Political or natural boundaries are
not an obstacle to conducting
cybercrime, hence global agreements
and initiatives are essential to ensure
efficient international co-operation.

Council of Europe Convention on Cybercrime
The Council of Europe (COE) established the Budapest
Convention of Cybercrime (standards: CETS 185) recognised
today as an important international instrument in the fight
against cybercrime. The main capacity building project and
driver of the COE’s action against cybercrime has been the
Global Project on Cybercrime. The Convention on Cybercrime
distinguishes between four different types of offences:
•
•
•
•

Offences against the confidentiality, integrity and
availability of computer information/systems
Computer-related offences
Content-related offences
Copyright-related offences

The Budapest Convention on Cyber Crime
The Budapest Convention on Cybercrimewas one of the first
international community efforts to establish a universal treaty
on cybercrime. It is the first international treaty seeking to
address computer and internet crimes by harmonising national
laws, improving investigative techniques and increasing
cooperation among nations. It was opened for signature in
Budapest, on 23 November 2001 and it entered into force on
1 July 2004.
The objectives of the Budapest Convention include:
•
•
•
•
•
Under the convention, member states are obliged to criminalise:
1.
2.
3.
4.
5.
6.
7.

Stronger and more harmonised cybercrime
legislation worldwide
Consistent approach to criminalising conduct,
procedural powers for law enforcement and
international cooperation
More efficient international cooperation
More investigation, prosecution and adjudication of
cybercrime
A contribution to human rights and the rule of law in
cyberspace.

Illegal access to a computer system
Illegal interception of information to a computer system
Interfering with computer system without right and intentional interference with computer information without right
The use of inauthentic information with intent to put it across as authentic (information forgery)
Infringement of copyright related rights online
Interference with information or functioning of computer systems
Child pornography related offences
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Status of signatures and ratifications of the Convention
on Cybercrime (Status as of 01/02/2014)
Ratified (40)

Signed (10)

Not signed (4)

Invited to accede (8)

Albania, Armenia, Austria,
Azerbaijan, Belgium,
Bosnia and Herzegovina,
Bulgaria, Croatia, Cyprus,
Czech Republic, Denmark,
Dominican Republic, Estonia,
Finland, France, Georgia,
Germany, Hungary, Iceland,
Japan, Italy, Latvia, Lithuania,
Malta, Mauritius, Moldova,
Montenegro, Netherlands,
Norway, Portugal, Romania,
Serbia, Slovakia, Slovenia,
Spain, Switzerland, The
former Yugoslav Republic of
Macedonia, United Kingdom,
United States of America

Andorra, Australia, Greece,
Ireland, Liechtenstein,
Luxembourg, Monaco,
Poland, South Africa, Turkey

Colombia, Israel, Russia, San
Marino

Argentina, Chile, Costa Rica,
Mexico, Morocco, Panama,
Philippines, Senegal

Nations supporting this Convention agree to have criminal laws within their own nation to address cybercrime, such
as hacking, spreading viruses or worms and similar unauthorised access to, interference with, or damage to computer
systems. Each country should have a single point of contact for international cooperation in cybercrime investigations.
Several countries have signed the COECC Convention on Cybercrime as a multilateral instrument to address the
problems posed by criminal activity on computer networks. However, many countries including Nigeria still have to
sign let alone ratify the Convention to serve as a deterrent.

The unanimous participation of all nations is required to achieve
meaningful collaboration.
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Multi-Lateral
Cybercrime
Initiatives
Commonwealth Internet
Governance Forum (CIGF)

A number of international
organisations work constantly to
promote or use collective defences
to analyse the latest developments
in cyber threats and cybercrime.
Some examples include:

This initiative will assist developing Commonwealth Countries to build their institutional,
human and technical capacities with respect to policy, legislation, investigation and law
enforcement with the aim of making their jurisdictions more secure by denying safe
havens to cyber criminals, and assisting member states to be more effective partners in
the global effort to combat cybercrime
This will promote the sharing of expertise and best practice from existent resources,
focusing upon the Commonwealth Model Law on Computer and Computer related
Crime (Model Law) and also drawing from other existent treaties, toolkits, resources and
instruments to enable countries to address the legislative gaps so that they can deal with
incidents of cybercrime

Council of Europe

The Council of Europe helps protect societies worldwide from the threat of cybercrime
through the Convention on Cybercrime and its Protocol on Xenophobia and Racism, the
Cybercrime Convention Committee (T-CY) and the technical cooperation Programme on
Cybercrime
CyberCrime@IPA - joint project of the Council of Europe and the European Union on
regional cooperation against cybercrime in eight countries of South-Eastern Europe
(Project ran for 30 months from 1 November 2010 to 30 April 2013)
European Union Cybercrime Task Force (EUCTF) which was established in 2010 and
gathers the heads of high-tech crime units of the 27 Member States of the EUCTF
which is provided by Europol

ENISA (European Network
and Information Security
Agency)

ENISA released the 2013’s ENISA Threat Landscape (ETL 2013). The ENISA Threat
Landscape is a collection of top cyber-threats that have been assessed in the reporting
period of end 2012 to end 2013. ENISA has collected over 250 reports regarding cyberthreats, risks and threat agents
The document provides a comprehensive compilation of the top 15 cyber-threats
assessed during this period
The principal concerning trends highlighted in the study are:
•
•

•
•
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Threat agents have increased the sophistication of their attacks and their tools
It has become clear that maturity in cyber activities is not a matter of a
handful of nation states. Rather, multiple nation states have now developed
capabilities that can be used to infiltrate all kinds of targets both governmental
and private ones in order to achieve their objectives
Cyber-threats go mobile: attack patterns and tools that targeted PCs a few
years ago, have been migrated to the mobile ecosystem
Two new digital battlefields have emerged: big data and the Internet of Things

European Commission

Saw that there are skilled people around Europe who are working to combat
cybercrime, but there is still no European centre that brings together this expertise
in order to assist member countries in their work. They have created a European
Cybercrime Centre called ‘The EC3′ at Europol, in the Hague. EC3 officially commenced
its activities on 1st of January 2013 with a mandate to tackle the following areas of
cybercrime:
a. That committed by organised groups to generate large criminal profits such as
online fraud
b. That which causes serious harm to the victim such as online child sexual
exploitation
c. That which affects critical infrastructure and information systems in the
European Union
EC3 aims to become the focal point in the EU’s fight against cybercrime, through
building operational and analytical capacity for investigations and cooperation with
international partners in the pursuit of an EU free from cybercrime

Europol (European Union
Law Enforcement Agency)

Late in 2013, Europol and INTERPOL held their first joint Cybercrime Conference with
the aim of enhancing international cooperation to tackle existing and future challenges
in policing cyberspace. A movie was also screened on the ‘2020 Project’, which will
inform citizens and businesses about future cybercrime developments and trigger
discussions about how we share our information and with whom.
At the end of the conference, a set of conclusions were agreed upon and one of them
was:
•

Forum for Incident
Response and Security
Teams
(FIRST)

FIRST is the premier organisation and recognised global leader in incident response.
Membership in FIRST enables incident response teams to more effectively respond to
security incidents.
FIRST brings together a variety of computer security incident response teams from
government, commercial and educational organisations. Members have created
Special Interest Groups and Birds of a Feather which are forums that they use to discuss
topics such as:
•
•
•
•
•
•
•
•
•

Global Prosecutors
E-Crime Network
(GPEN)

To investment in advanced technology to handle large quantities of data,
compensate for the lack of human resources and to investigate and disrupt
cybercrime more effectively

Common Vulnerability Scoring System (CVSS-SIG)
Internet Infrastructure Vendors (Vendor SIG)
Law Enforcement/CSIRT Cooperation (LECC-BoF)
Network Monitoring (NM-SIG) - Inactive at this time
Malware Analysis SIG (MA-SIG)
Metrics SIG
Botnet SIG
Vulnerability Reporting and Data exchange SIG (VRDX-SIG)
Academic and NREN (ACAN BoF )

GPEN is a network of specialist e-crime prosecutors managed by a Development Board
composed of International Association of Prosecutors (IAP) members
GPEN not only encourages enhanced international co-operation in the e-crime arena
between member jurisdictions, but it enables all jurisdictions to develop a co-ordinated
approach to access information and training and create methods for dealing with
e-crime that support effective prosecutions and promotes the principles of the Council
of Europe Cybercrime Convention
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International
Telecommunication Union
(ITU)

Specialised agency within the United Nations, plays a leading role in the standardisation
and development of telecommunications as well as cyber security issues.
Publish useful documents on how to fight cybercrime at a global level. Their most
recent document titled -Understanding Cybercrime: A Guide for Developing Countries
is to assist countries in understanding the legal aspects of cyber security and to help
harmonise legal frameworks. The Guide aims to help developing countries better
understand the national and international implications of growing cyber-threats, assess
the requirements of existing national regional and international instruments, and assist
countries in establishing a sound legal foundation.

IMPACT (International
Multilateral Partnership
Against Cyber Threats)

Functions as the cyber security executing arm of the United Nations (UN) specialised
agency for ICT namely the International Telecommunication Union (ITU).
IMPACT is now formally part of the ITU-IMPACT coalition which consists of 149 nations.
Being the first comprehensive public-private partnership against cyber threats, IMPACT
is the international platform which brings together governments of the world, industry
and academia to enhance the global community’s capabilities in dealing with cyber
threats.
IMPACT is a politically neutral platform, bringing together governments, academia,
industry leaders, international organisations, think tanks and cyber security experts to
enhance the global community’s capacity to prevent, defend against and respond to
cyber threats.
Services provided include:
• Global Response Centre
• Centre for Training & Skills Development
• Centre for Policy & International Cooperation
• Centre for Security Assurance & Research

International Criminal
Police Organisation
(INTERPOL)

INTERPOL promotes the exchange of information among member countries and
coordinates and assists international operations.
INTERPOL have established a global list of contact officers available around the clock for
cybercrime investigations as well as assisting member countries in the event of cyberattacks or cybercrime investigations through the investigative and database services
provided.
INTERPOL held an African Working Group seminar on Cybercrime for Heads of Units
(East Africa) on 27-28 February 2014 in Kigali, Rwanda. The primary goal of the Working
Group was to provide law enforcement agencies with a central platform through
which they could share knowledge and expertise and discuss joint strategies to fight
cybercrime in the region as well as facilitate closer collaboration between national
cybercrime units and their INTERPOL National Central Bureaus.
The working group was open to the heads of cybercrime units in the 24 countries that
make up INTERPOL’s “Zone 5”: Botswana, Burundi, Comoros, Djibouti, Eritrea, Ethiopia,
Kenya, Lesotho, Madagascar, Malawi, Mauritius, Mozambique, Namibia, Rwanda,
Seychelles, Somalia, South Africa, South Sudan, Sudan, Swaziland, Tanzania, Uganda,
Zambia and Zimbabwe.
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North Atlantic Treaty
Organization (NATO)

NATO’s essential purpose is to safeguard the freedom and security of its members
through political and military means.
NATO’s top priority on cyber defence is protecting the communication systems owned
and operated by the alliance.
The protection of national critical infrastructures remains a national responsibility,
which requires nations to invest resources in developing their own capabilities. NATO is
helping allies in their efforts to build up cyber defences by sharing information and best
practices and conducting cyber defence exercises in order to develop the necessary
expertise to compliment the related technology.

Organization of
American States (OAS)

At the 2004 OAS General Assembly, approved a resolution titled “The Inter-American
Integral Strategy to Combat Threats to Cyber Security” and in doing so provided a
mandate calling on the Inter-American Committee Against Terrorism (CICTE) Secretariat
to begin working on cyber security issues. The CICTE Secretariat employs an integral
approach to building cyber security capacity in OAS Member States.
The main objectives are to:
• Establish national “alert, watch, and warning” groups, also known as Computer
Security Incident Response Teams (CSIRTs)
• In each country create a Hemispheric watch and warning network made up of
these CSIRTs that provides guidance and support to cyber security technicians from
around the Americas
• Cultivate and support the development of National cyber security strategies
• Promote a culture and awareness of cyber security that provides for strengthening
of cyber security in the Americas

The Organisation of The
Islamic Cooperation (OIC)

OIC-CERT was created to provide a platform for member countries (19 countries) to
explore and to develop collaborative initiatives and possible partnerships in matters
pertaining to cyber security that will strengthen their self-reliance in the cyberspace

Organisation for Economic
Co-operation and
Development (OECD)

The OECD has a project called the Futures Project on Risk Management Policies which
aims to assist OECD countries in identifying the challenges of managing risks in the 21st
century, and contributing to their reflection on how best to address those challenges.
OECD has conducted studies regarding cybercrime in some member countries. The
studies are split into 3 phases:
1) Analysis on why cybercrimehas become a real threat for oecd societies
2) What governments can and should do about it, in conjunction with the private
sector and civil society
3) The context in which that country’s ict security policy has evolved in recent years

Project MARS (Microsoft
Active Response for
Security)

Project MARS is a joint effort between the Microsoft Digital Crimes Unit, Microsoft
Malware Protection Centre, Customer Support Services and Trustworthy Computing.
This initiative is focused on combining legal and technical acumen to proactively disrupt
criminal infrastructure. This includes taking down botnets, seizing the infrastructure
and domains criminals use to control them and taking the information we gain in those
efforts to help better protect the Internet community and customers.

Signal Spam

Signal Spam is a non for profit organisation and a public/private partnership that
collects spam reports from users and shares them with law enforcement and civil
authorities, as well as major email providers, ISPs and senders, to help remediate the
root cause of spam, which is often a computer compromised by a botnet.
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The Asia-Pacific Economic
Cooperation (APEC)

APEC Telecommunications and Information Working Group aims to improve
telecommunications and information infrastructure in the Asia-Pacific region by
developing information policies.
The Security and Prosperity Steering Group‘s scope of work includes:
• Promoting security, trust and confidence in networks/ infrastructure/ services /
technologies / applications / e-commerce
• Computer Emergency Response Teams (CERTs) and Computer Security Incident
Response Teams (CSIRTs)
• Spam and / or Spyware
• Cybercrime prevention
• Human resource development and capacity building on combating cybercrime and
implementing effective cyber security awareness initiatives
• Business facilitation through discussions with the private sector on promoting
security, trust and confidence in the use of ICT for business and trade.

The Group of Eight (G8)

Group of Eight (G8) released a Ministers’ Communiqué that includes an action plan
and principles to combat cybercrime and protect data and systems from unauthorised
impairment. G8 also instructs that all law enforcement personnel must be trained and
equipped to address cybercrime, and designates all member countries to have a point
of contact on a 24 hours a day/7 days a week basis.
The G8 came up with the principle of international collaboration and harmonisation of
cybercrime. In order to maximize the social and economic benefits of the information
society the G8 agreed on principles and approaches for the protection of privacy, the
free flow of information and the security of transactions.
The Group has established a “Subcommittee773 on High-tech Crimes” (transnational
organised crime) which consists of ten principles and a ten-point action plan to fight
high-tech crimes.

The United Nations (UN)

The United Nations Interregional Crime and Justice Research Institute (UNICRI)
is working in the field of cybercrime to achieve a better understanding of the
phenomenon, in order to formulate ad-hoc prevention policies, develop security
methodologies and techniques and strengthen the capacities of the actors involved in
investigating and prosecuting cybercrimes.
A project has been articulated with the aim to improve the response to cybercrimes
and to transnational organised criminal groups that may be involved in cyber criminal
operations by outlining the criminal profiles of different types of hackers. Through
a better understanding of hackers, the Hackers Profile Project (HPP) facilitates the
prevention and countering of cybercrimes and aims at improving operational methods
to identify electronic perpetrators.
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Summary of
National Cyber Security
and Cybercrime Initiatives
As part of our research to provide recommendations to Nigerian stakeholders we reviewed and
analysed national cyber security initiatives currently underway within the following countries:
•
•
•
•

Developing 8 Countries – Egypt, Malaysia, Indonesia, Iran, Pakistan, Turkey, Bangladesh and Nigeria
United States of America
United Kingdom
BRICS Countries – Brazil, Russia, India, China and South Africa

The D-8 Countries
The Developing 8 (D-8 or Developing Eight) are a group of
developing countries with large Muslim populations that have
formed an economic development alliance among Bangladesh,
Egypt, Indonesia, Iran, Malaysia, Nigeria, Pakistan and Turkey.
At the outset, ten sectors have been identified for cooperation
and project development on the basis of a division of labour for
the coordination of D-8 activities, each sector was assigned to
a member country.

They are: trade, industry, telecommunications and information,
finance, banking and privatisation, rural development, science
and technology, poverty alleviation and human resources
development, agriculture, energy, environment and health.
The overall D-8 objectives are to improve developing countries’
positions in the world economy, diversify and create new
opportunities in trade relations, enhance participation in
decision-making at the international level and provide a better
standard of living.

Turkey
Iran
Egypt

Pakistan
Bangladesh

Nigeria

Malaysia
Indonesia
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Country Analysis

Egypt
National Cyber Security Policy

None

Malaysia

Electronic Information and
Transaction Law 2008

Digital Signature Act (1997)

Pornography Act (UU
Antipornografi No. 44/2008)

Telemedicine Act (1997)
Communication and Multimedia
Act (1998)
Payment System Act (2003)
Personal Data Act (2010)

National Cyber Security
Awareness Programme

Indonesia

Computer Crimes Act 1997
(PART II)

Iran
The Computer Crimes Law (2010)

Copyright Act (UU Hak Cipta No.
19/2002)
Consumer Protection Act
(UU Perlindungan Konsumen
No.8/1999)

Cyber Security Malaysia has
a Cyber999 Help Centre and
CyberSAFE, short for Cyber
Security Awareness For everyone
an initiative to educate and
enhance the awareness of
the general public on the
technological and social issues
facing internet users, particularly
on the dangers of getting online.
Childnet supports cyber security
awareness campaign in Malaysia
by providing training and support
to members.
Maybank runs a public awareness
campaign to educate people
on online security generally,
and internet banking safety
specifically.

None

The DIGI cybersafe programme
which was launched by the
Education Ministry, DiGi
Telecommunications Sdn Bhd,
CyberSecurity Malaysia and
Childline Malaysia is a nationwide
campaign aimed at raising
grassroots awareness of child
safety on the internet.
The Authority for Infocommunications Technology
Industry of Brunei Darussalam
(AITI) has been organising a
cybersecurity and internet
etiquette awareness programme
since 2009 in conjunction with
the World Telecommunications
and Information Society Day
(WTISD). This programme
consists of a series of seminars
targeting students, parents and
teachers of local educational
institutions. This programme is a
collaboration of efforts between
AITI and the Department of
Schools under the Ministry of
Education.
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None

None

D-8 Countries 1-4

Egypt
Organisations / Cybercrime units

Member of IMPACT (International
Multilateral Partnership Against
Cyber Threats)
Member of The European
Neighbourhood Partnership
Instrument (ENPI)
The INTERPOL National Central
Bureau (NCB)

CIRT / CERT

Malaysia
INTERPOL NCB
Royal Malaysian Police
Commercial Crimes Investigation
Department (CCID)
Member of IMPACT (International
Multilateral Partnership Against
Cyber Threats)

Member of IMPACT (International
Multilateral Partnership Against
Cyber Threats)
Asia Pacific Computer Emergency
Response Team (APCERT)
Member of OIC (Organisation of
the Islamic Cooperation)

Iran
Iranian Cyber Police (FATA)
Member of IMPACT (International
Multilateral Partnership Against
Cyber Threats)
Member of Organisation of the
Islamic Cooperation (OIC)

Member of OIC (Organisation of
the Islamic Cooperation)

Maybank IT Security and Incident
Management team (MBBCERT)
Egyptian CERT
(EG-CERT)

Indonesia

Malaysian Computer Emergency
Response Team (MyCERT)

Id-SIRTII/CC (Indonesia Security
Incident Response Team
on Internet Infrastructure/
Coordination Centre)

Iran Computer Emergency
Response Team (CERT)

ACADEMIC CSIRT (ID-ACADCSIRT)
ID-CERT (Indonesia Computer
Emergency Response Team)

Member of FIRST
Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

Budapest Convention signed

Budapest convention ratified
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Country Analysis
Pakistan
National Cyber Security
Policy

Prevention of Electronic
Crimes Bill, 2013 (draft)

Turkey
Bill on Cybercrimes and
Regulation of IT Network
Services, 2014

D-8 Countries 5 - 8

Bangladesh
Information and
Communication Technology
(ICT) Act, 2006

The Law of Electronic
Signature (No. 5070), 2004

Nigeria
Advance Fee Fraud and other
Fraud Related Offences Act
2006
Computer Security and
Critical Information
Infrastructure Protection Bill
2005
Cybersecurity and Data
Protection Agency Bill 2008
Electronic Fraud Prohibition
Bill 2008,
Nigeria Computer Security
and Protection Agency Bill
2009
Computer Misuse Bill 2009
and the Economic and
Financial Crimes Commission
Act (Amendment) Bill 2010
Cybercrime Bill 2013 (not yet
passed into law)

National Cyber Security
Awareness Programme

Community Facebook page
‘CybercrimeAwareness Program – Pakistan’ dedicated to
informing the community on
cybercrime
The cyber security task force
has agreed to commemorate
2014 as the year of “Cyber
Secure Pakistan”

The 2014 Nigerian Cyber Threat Barometer Report - Page 24

None

None

Centrex Cyber Security (CCS)
Month (September)
Cyber Security Awareness &
Tips For Nigerians forum
Nigerian Cybercrime Working
Group (NCWG) Initiative

D-8 Countries 5 - 8

Pakistan

Organisations /
Cybercrime units

Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)
Member of OIC (Organisation
of the Islamic Cooperation)
Anti-CybercrimeSquad
Pakistan

Turkey
Bill on Cybercrimes and
Regulation of IT Network
Services, 2014

Bangladesh
Information and
Communication Technology
(ICT) Act, 2006

The Law of Electronic Signature (No. 5070), 2004

Nigeria
Member of OIC (Organisation
of the Islamic Cooperation)
Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)
Nigerian Police Force (NFP)
Nigeria Cybercrime Working
Group (NCWG)
INTERPOL National Central
Bureau (NCB)
Partnered with the
Queensland Police
Department
The Economic and Financial
Crimes Commission (EFCC)
Information Security Society
of Africa – Nigeria

CIRT / CERT

PISA-CERT is Pakistan’s first
public Computer Emergency
Response Team

TR-CERT

None

None

No

Yes

No

No

No

Yes

No

No

No

No

No

No

National Response Centre for
Cyber Crimes (NR3C)

Member of FIRST

Budapest Convention
signed

Budapest convention
ratified
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Country Analysis
United Kingdom
Policy / Acts / Regulations / Guidance:

Member of FIRST:
Yes

•
•
•
•
•
•
•
•
•
•
•
•
•
•

Data Protection Act 1998
UK National Cyber Security Strategy of 2011 (to 2015)
Computer Misuse Act 1990
Privacy and Electronic Regulations 2003
Police and Justice Act 2006
Serious Crime Act 2007
European Directive of 1995
Regulation of Investigatory Powers Act 2000
The Computer Misuse Act of 1990
The Anti-Terrorism, Crime, and Security Act 2001
Data Protection Act of 1998
The Fraud Act 2006
The Forgery and Counterfeiting Act 1981
Privacy and Electronic Communications Regulations 2003

Budapest Convention Signed:
Yes

Budapest Convention Ratified:
Yes

CERT / CSIRT:
•
•
•
•
•
•
•
•
•
•
•
•

UKCERT
GovCertUK
Sector specific UK CERTs
Academic
Military
Governmental
Q-CIRT
British Telecommunications CERT Co-ordination Centre
(BTCERTCC)
Context Information Security CERT (CIS CERT)
Portcullis Computer Incident Response and Forensics
(P-CIRF) Team
The University of Warwick Computer Security
Investigation and Incident Response Team (WAR-CSIIRT)
Oxford University Computer Emergency Response
(0xCert) Team
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Selection of Cyber Security Stakeholders:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Government Communications Headquarters (GCHQ)
Association of Chief Police Officers (ACPO), ACPO e-crime
Committee and / or ACPO e-crime strategy
Action Fraud (UK’s national fraud and internet crime
reporting centre)
The National Fraud Intelligence Bureau (NFIB)
The Cyber Security Operations Centre (CSOC)
Get Safe Online
Home Office
Metropolitan Police Force eCrime Unit
The Internet Watch Foundation (IWF)
The Office of Cyber Security (OCS)
The Police Central e-crime Unit (PCeU)
London Action Plan on Spam Enforcement
Communications-Electronics Security Group (CESG) – a
group within GCHQ
Centre for the Protection of National Infrastructure
National Crime Agency
National Security Council
Office of Cyber Security and Information Assurance
Warning, Advice and Reporting Points (WARP)
Council for Registered Ethical Security Testers
Information Systems Audit and Control Association
(ISACA)
International Information Systems Security Certification
Consortium (ISC)²
UK Council for Electronic Business

United States of America
Policy / Acts / Regulations / Guidance:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Computer Fraud and Abuse Act (CFAA)
Electronic Communications Privacy Act(ECPA)
National Infrastructure Protection Act
Cyberspace Electronic Security Act
Digital Millennium Copyright Act
Patriot Act of 2001
Cyber Security Enhancement Act (CSEA)
Anti-Phishing Act
Cybersecurity Act of 2010
Cyber Security and Internet Freedom Act of 2011
USA Cyber Security Information Sharing Act of 2012
SECURE IT Act of 2012
Cyberspace Policy (Draft)
Fraudulent Online Identity Sanctions Act
The Computer Fraud and Abuse Act
Internet Freedom Preservation Act of 2008
Economic Espionage Act (EEA)
National Cybersecurity and Critical Infrastructure
Protection Act of 2013 (NCCIP)
NIST Preliminary Cybersecurity Framework

Budapest Convention Signed:

Member of FIRST:
Yes

Selection of Cyber Security Stakeholders:
•
•
•
•
•
•
•
•
•
•
•
•
•

Department of Defense CybercrimeCentre (DC3)
Defense CybercrimeInstitute (DCCI).
U.S. Immigration and Customs Enforcement Cyber Crimes
Centre (C3)
The Computer Crime and Intellectual Property Section
(CCIPS)
Federal Bureau of Investigation
National Infrastructure Protection Centre
National White Collar Crime Centre
Internet Fraud Complaint Centre
Computer Crime and Intellectual Property Section of the
Department of Justice (DoJ)
Central Intelligence Agency (CIA)
National Security Agency (NSA)
Computer Emergency Readiness Team/Coordination
Centre (CERT/CC) at Carnegie- Mellon
Electronic Crimes Task Forces (ECTFs)

Yes

Budapest Convention Ratified:
Yes

CERT / CSIRT:
•
•
•
•
•
•
•
•

Computer Emergency Readiness Team/Coordination
Centre (CERT/CC) at Carnegie-Mellon
US- USCERT
Sector specific US CERTs:
Energy
NASA
Military
Industrial (ICS-CERT)
SANS Internet Storm Centre
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Country Analysis

BRICS is the acronym for an
association of five major emerging
national economies: Brazil, Russia,
India, China and South Africa.
BRICS members are all developing or
newly industrialised countries that
are distinguished by their large, fastgrowing economies.
The BRICS countries include more
than 40% of the world’s population
and occupy over a quarter of the
world’s land area. Brazil, Russia,
India, China and South Africa
together are a powerful economic
force.

Brazil
Policy / Acts / Regulations / Guidance:
•

Brazilian Senate’s Substitute Act to the
House Bill No.89 of 2003 (“Draft Law”)
--under review (Article 19)

•

Criminal Code (Article 28)

•

Law no. 9,983 of July 7, 2000, Insertion of
fake data into systems of information

•

Non-authorised modification or alteration
of systems of information Article 313-B

Budapest Convention Signed:
No

Budapest Convention Ratified:
No

CERT / CSIRT:
•

CERT.br (Computer Emergency Response
Team Brazil)

•

CAIS/RNP Brazilian Academic and Research
Network CSIRT

Member of FIRST:
Yes

Selection of Cyber Security Stakeholders:
•
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Brazilian Federal Police Computer Forensic
Unit

Russia
Policy / Acts / Regulations / Guidance:
•

Russian Federation’s Criminal Code Chapter
28

•

Computer information crimes Article 272

•

Unauthorised access to computer
information; Article 273

•

Production, use and spread of detrimental
electronic computer programs; Article 274

•

Violation of electronic computer, system or
network operating rules

Budapest Convention Signed:
No

Member of FIRST:

Budapest Convention Ratified:
No

Yes

Selection of Cyber Security Stakeholders:

CERT / CSIRT:
•

CERT-GIB (Computer Security Incident
Response Team CERT-GIB)

•

RU-CERT (Computer Security Incident
Response Team RU-CERT)

•

Group-IB

•

Russian Security Council

•

Russian Association of Electronic
Communication (RAEC)

•

The Russia Federal Security Service (FSB)
Centre for Electronic Surveillance of
Communications (TSRRSS)

•

Federal State Unitary Enterprises (FGUP)
supervised by the Federal Security Service
(FSB)

•

FGUP STC Atlas

•

FGUP Centre-Inform

•

Russian firm OOO Speech Technology
Company (STC)

•

Kaspersky Labs
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Country Analysis
CERT / CSIRT:
•

CERT-In (Indian Computer Emergency
Response Team)

Member of FIRST:
Yes

India

Selection of Cyber Security Stakeholders:
•

Member of IMPACT (International
Multilateral Partnership Against Cyber
Threats)

•

Inter Departmental Information Security
Task Force (ISTF)

•

National Security Council

•

National Critical Information Infrastructure
Protection Centre (NCIPC)

•

Defence Intelligence Agency (DIA)

•

National Technical Research Organisation
(NTRO)

Policy / Acts / Regulations / Guidance:
•

Indian Penal Code

•

Indian Evidence Act

•

Bankers’ Book Evidence Act

•

Code of Criminal Procedure, Civil Procedure
Code

•

Reserve Bank of India Act

•

Information Technology Act, 2000

•

Karnataka Cyber Café Regulations

•

NASSCOM

•

Gujarat Information technology Rules, 2004

•

Information Security Council of India (DSCI)

•

IN Domain Name Dispute Resolution Policy
(INDRP)

•

National Informatics Centre (NIC)

•

Rules for Information Technology Act 2000

•

Critical Infrastructure Protection in India
(CIIP)

•

.IN Domain Name Registration Policy

•

•

The Information Technology (Amendment)
Bill, 2006

Cyber Security Research and Training
Centre of India (CSRTCI)

•

•

Information Technology (Reasonable
security practices and procedures and
sensitive personal data or information)
Rules, 2011

National Cyber Security Database of India
(NCSDI)

•

National Cyber Coordination Centre (NCCC)
of India

•

Centre Of Excellence For Cyber Security
Research And Development In India
(CECSRDI)

Budapest Convention Signed:
No

Budapest Convention Ratified:
No
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China
Policy / Acts / Regulations / Guidance:
•

7th Amendment of China Penal Code
(Article 312)

•

Criminal Law of the People’s Republic of
China (Article 285, 286, 287)

•

Decision on Protecting Security of Network

•

Telecommunication Ordinance

•

Guarding State Secrets Law

•

Jurisdiction and International Cooperation

•

Criminal Procedure Law

•

Regulations on Safeguarding Computer
Information Systems, Feb. 1996

Member of FIRST:
Yes

Selection of Cyber Security Stakeholders:
•

Public Security Bureau (PSB)

•

CAST (China Anti-Spam Team)

•

ASEAN, China Coordination Framework
for Network and Information Security
Emergency Responses

•

APEC Working Group on
Telecommunications

•

Member of IMPACT (International
Multilateral Partnership Against Cyber
Threats)

Budapest Convention Signed:
No

Budapest Convention Ratified:
No

CERT / CSIRT:
•

CMCERT/CC (China Mobile Computer Network Emergency Response Technical Team /
Coordination Centre)

•

CNCERT/CC (National Computer Network
Emergency Response Technical Team /
Coordination Centre of China)

•

HKCERT (Hong Kong Computer Emergency
Response Team Coordination Centre)

•

HUAWEI NSIRT (Huawei Products Security
Incident Response Team)

•

Member of APCERT (Asia-Pacific Computer
Emergency Response Team Coordination
Centre)
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Country Analysis
South Africa
Policy / Acts / Regulations / Guidance:
•

Criminal Code or Statute - Prevention of
Organised Crime Act, 1998, Prevention of
Organised Crime Amendment Act, 1999,
Prevention of Organised Crime Second
Amendment Act, 1999

•

Criminal Procedural Code or Statute –
Criminal Procedure Act, 1977, Proceeds of
Crime Act, 1996

•

Extradition Law - Extradition Amendment
Act, 1996, Banking, Securities & Financial
Law, Financial Intelligence Centre Act, 2008,

•

Anti-corruption Law - Prevention and
Combating of Corrupt Activities Act, 2004

•

Police and Law enforcement Law - South
African Police Service Act, 1995, Special
Investigating Units and Special Tribunals
Amendment Act, 2001, Special Investigating
Units and Special Tribunals Act, 1996

•

MLA Law - International Co-operation in
Criminal Matters Act, 1996

•

Constitutional and Administrative Law –
National Prosecuting Authority Amendment
Act, 2000, National Prosecuting Authority
Act, 1998, Constitution of the Republic of
South Africa, 1996

•

Investigation of Serious Economic Offences
Amendment Act, 1995, South Africa

More specific to Information / Cyber Security:
•

The Electronic Communications and
Transmissions Act (ECT, 2002)

•

The Regulation of Interception of
Communications and Provision of
Communication-related Information Act
(RICA, 2002)

•

Protection of Personal Information
Act (POPI, 2013) – Signed into law (no
commencement date set)

•

Electronic Communications Security Pty
(Ltd) Act (ECS, 2002)

•

King Code of Governance Principles for
South Africa 2009 (KING III)

•

National Cybersecurity Policy Framework

•

MIS Act

•

State Information Technology Agency Act
(Act 88 of 1998)

National Cyber Security Awareness
Programme:
•
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First SA National Cyber Security Awareness
Week in October (South African Cyber
Security Academic Alliance)

Selection of Cyber Security Stakeholders:

CIRT/CERT:

•

South African Police Service (SAPS)

•

ECS-CSIRT (member of FIRT)

•

INTERPOL

•

National Cyber Security Hub (In Progress)

•

Member of IMPACT (International
Multilateral Partnership Against Cyber
Threats)

•

CSIRTFNB Computer Security Incident
Response Team ( First National Bank)

•

Africa-CERT

•

Member of Southern Africa Regional
Police Chiefs Co-operation Organisation
(SARPCCO)

•

Justice, Crime Prevention and Security
(JCPS)

•

Directorate for Priority Crime Investigation
(HAWKS)

•

State Security Agency (SSA)

•

Department of Communications

•

Department of Defence and Military
Veterans

•

Department of Home Affairs

•

National Prosecuting Authority (NPA)

•

Special Investigating Unit (SIU)

•

Department of Justice and Constitutional
Development

•

Department of Science and Technology

•

Independent Communications Authority of
SA

•

SA Banking Risk Information Centre
(SABRIC)

•

Council for Scientific and Industrial
Research (CSIR)

•

Southern African Fraud Prevention Service
(SAFPS)

•

The SA Cyber Security Academic Alliance

•

Wolfpack Information Risk

•

Alert Africa website (www.alertafrica.com)

•

e-Commerce Advisory Committee (ECAC),

•

Information Security SA (ISSA)

•

ITWeb Security Summit

•

National Cyber Security Advisory Council
(NCAC )

Member of FIRST:
Yes

Budapest Convention signed:
Yes

Budapest convention ratified:
No
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Africa

Perspective
Africa’s internet penetration is still
significantly lower than many other
parts of the world.
There are however massive projects
underway to connect Africa to the
rest of the world, as can be seen
by the vast network of undersea
cables connecting Africa to the cyber
highways.

Source: http://manypossibilities.net/african-undersea-cables/

Millions of Africans will now gain access
to the internet for the first time. Whilst
there are countless benefits to this there is
unfortunately also the downside of millions of
new potential cybercrime victims.
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Internet Penetration

Around the World
As can be seen in the graph below, developing countries and in
particular Africa are still behind the rest of the world in terms of
internet penetration.
However, the statistics in the graph below show that the number
of internet users in Africa has increased substantially since 2003
and continues to show an increasing trend.

According to the ITU World Telecommunication /ICT Indicators
database there were over 2.7 billion people were using the
internet in 2013, which corresponds to 39% of the world’s
population. In the developing world, 31% of the population was
online, compared with 77% in the developed world. Europe was
the region with the highest internet penetration rate in the world
(75%), followed by the Americas (61%). In Africa, 16% of people
were using the internet – which is only half the penetration rate of
Asia and the Pacific.

Source: ITU World Telecommunication /ICT Indicators database

The next section will take a closer look at the internet penetration
in Africa.
* Estimate
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Internet Penetration

in Africa

Even though internet access is yet to reach more
than 50% of Africans, the continent’s connectivity
levels are nonetheless growing at a rapid rate.
A US-based networking solutions company,
Mushroom Networks compiled a graphic that
illustrates Africa’s top ten internet markets. The
data was compiled by various sources including
the International Telecommunications Union
(ITU) and Internet World Stats. The statistics
showed that the African country with the highest
number of internet users in 2013 was Nigeria
with 48.4 million users.

Source: itwebafrica.com
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Africa Perspective

Additionally, a substantial amount of users on the African
continent make use of Facebook. The statistics below show
the total number of Facebook users per African country.

Source: blogs.worldbank.org
The high figures of internet usage and penetration
in Africa have led to the awareness of cyber security
threats and as a result, countries have started to take
steps towards improving their respective country’s
security posture. However, this report will outline

how African countries are still lagging behind other
countries in terms of establishing legislation to deal
with cybercrimes as well as creating initiatives to
develop skilled resources within the countries.
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Cyber Security Role-Players
on the African Continent
The United Nations Economic Commission for
Africa (UNECA) is still addressing cyber security
within the framework of the African Information
Society Initiative (AISI). The creation of the
necessary cyber security organisational structures
with national responsibility, including national
Computer Incident Response Teams (CIRTs) is still
at construction level. According to the UNECA,
African governments are demonstrating increased

awareness of cyber security issues, however,
existing capabilities to promote, monitor or pursue
cyber security is relatively low.
Some African countries are now working with ITU,
in collaboration with key partners, such as the
International Multilateral Partnership Against Cyber
Threats (IMPACT), to facilitate the development
of cyber security capabilities, including the
establishment of national CSIRTs.

Africa Centre for Cyberlaw
and Cybercrime Prevention

The African Center for Cyberlaw and Cybercrime Prevention (ACCP)’s mission
is to explore and understand the internet, to study its development, dynamics,
norms and standards in Africa, to assess the need or lack thereof for laws and
sanctions and to enhance the knowledge about online fraudulent strategies
commonly used by criminals in exploiting people.

African Network

AfriNIC Government Working Group (AfGWG) is tasked to raise awareness
among African governments and regulators on internet governance matters
with a high emphasis on cyber security.

Information Centre
(AfriNIC)
Global Cybersecurity
Agenda (GCA)

International Criminal
Police Organisation
(INTERPOL)
International
Telecommunication

A framework for international cooperation aimed at enhancing confidence
and security in the information society launched by the ITU SecretaryGeneral. One of its goals is the elaboration of global strategies for the
creation of appropriate national and regional organisational structures and
policies on cybercrime.
World’s largest international police organisation that facilitates cross-border
police co-operation, further supports and assists all organisations, authorities
and services whose mission is to prevent or combat international crime.
INTERPOL created its Information Security Incident Response Team (ISIRT)
in response to the increasing number of the targeted cyber attacks and
information leakages. Part of the needs that are associated with cybercrime.
Fundamental role to build confidence and security in the use of Information
and Communication Technologies (ICTs) internationally.

Union (ITU)
IMPACT (International
Multilateral
Partnership Against
Cyber Threats)

The world’s largest United Nations - backed cyber security alliance. Functions
as the cyber security executing arm of the United Nations’ (UN) specialised
agency for ICT - the International Telecommunication Union (ITU). Being
the first comprehensive public-private partnership against cyber threats,
IMPACT is the international platform which brings together governments
of the world, industry and academia to enhance the global community’s
capabilities in dealing with cyber threats. IMPACT is the operational home of
ITU’s Global Cybersecurity
Agenda (GCA). IMPACT with 149 partner countries is now formally part
of the ITU-IMPACT coalition. IMPACT is a politically neutral platform,
bringing together governments, academia, industry leaders, international
organisation, think tanks and cyber security experts to enhance the global
community’s capacity to prevent, defend against and respond to cyber
threats.
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Africa Perspective

Wolfpack Information Risk

Wolfpack Information Risk was created in response to the increase of information security threats facing companies in Africa as well as the need to increase the level of information security awareness amongst both IT security
practitioners and non-practitioners
Wolfpack Information Risk with support from the British High Commission in
Pretoria has taken this issue to the next level by creating the Alert Africa website. Alert Africa’s mission is to raise awareness and improve collaboration
on critical cybercrime topics using the latest web, animation, gaming and
social media tools. Alert Africa provides information to consumers and businesses about how to recognise, avoid and report scams.
Wolfpack are also establishing two task forces, a phishing task force and a
Critical Infrastructure task force, to deal with the rising cyber threats facing
the African content.

Southern African
Development

Mission is to promote sustainable and equitable economic growth and socioeconomic development through efficient productive systems, deeper co-operation and integration, good governance, and durable peace and security.

Community (SADC)

The proposed regional priorities for 2011-2012 included, amongst others,
the setting up of National and Regional Internet Exchange points and harmonisation of Cyber Security Regulatory Frameworks in SADC

Southern Africa Regional
Police Chiefs Co-operation
Organisation (SARPCCO)

The Southern African Regional Police Chiefs Co-operation Organisation (SARPCCO) is the primary force in Southern Africa for the prevention and fighting of
cross-border crime. The Organisation was formed in 1995 in Zimbabwe, and
has firmly established itself as a benchmark for international police cooperation. This regional organisation is supported by the Sub-Regional Bureau of
INTERPOL in Harare which coordinates its activities and programmes.
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Cyber Security Role-Players on the African Continent

The African Union Commission and UN Economic
Commission for Africa joins forces with Regional
Economic Communities such as SADC, COMESA,
EAC and IGAD on Africa-wide harmonisation of
cyber security Legislation, ICT policies and legal /
regulatory frameworks.
A Draft African Convention on Cybersecurity seeks
to harmonise African cyber legislations on electronic
commerce organisation, personal information
protection, cyber security promotion and cybercrime
control. In pursuance of the principles of the African
Information Society Initiative (AISI) and the African
Regional Action Plan for the Knowledge Economy
(ARAPKE), the Draft Convention is intended to:
However, the Draft was not adopted by the African
Union (AU) this January (2014) as initially planned
due to technical delays. Additionally, opposition to
2. Strengthen existing legislations in member states the convention has also stalled the process. Petitions
and the regional economic communities on have been drawn to prevent the AU cybercrime
convention from being adopted in its current form.
Information and Communication Technologies.
If adopted as it is, others feel it could lead to the
3. Define the security rules essential to establishing abuse of Africans’ right to privacy, harm freedom of
a credible digital space in response to the major expression, introduce legislative overkill and place
security related obstacles to the development of too much power in the hands of judges.
digital transactions in Africa.
In its current state the draft version of the
4. Lay the foundation for cyber ethics and convention allows judges, in the “public interest”,
fundamental principles in the key areas of cyber to call for the interception of individuals’ electronic
security across Africa.
communications without their permission.
1. Define the objectives and broad orientations for
the information society in Africa.

5. Define the basis for electronic commerce, puts
in place a mechanism for combating intrusions
into private life likely to be generated by the
gathering, processing, transmission, storage
and use of personal information and sets broad
guidelines for incrimination and repression of
cybercrime. Its adoption would capitalise African
and international experiences in cyber legislation
and speed up relevant reforms in African States.
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The information society division of the AU have
listened to the petition and have given the protesters
till May 2014 to come up with a unified memo
from Kenya on some of the issues they might have
and remedies they think are appropriate in such
circumstances.

Africa Perspective

Nigeria and International

Co-Operation
Bilateral Treaties

Bilateral treaties exist with the following countries: U.S, South Africa, Ethiopia, Pakistan, India,
Iran, Russia and the U.K
Mutual Legal Assistance Agreements exist with the U.S.A and Cote d’Ivoire

Regional Treaties

•

•

International Treaties

Other treaties

African Union Convention on Preventing and Combating Corruption, 2003
o

Signed: 16 December 2003

o

Ratified: 26 September 2006

African Convention on the Prevention and Combating of Terrorism, 1999
o

Signed: 26 April 2002

o

Ratified: 28 April 2002

•

Economic Community of West African States (ECOWAS): Protocol on the Fight against
corruption

•

Harmonization of ICT Policies in Sub-Saharan Africa (HIPSSA)

•

The West African Economic Monetary Union (WAEMU)

•

United Nations Convention Against Transnational Organized Crime (UNCTOC)

•

United Nations Convention Against Corruption (UNCAC) signed and ratified

•

The London Scheme for Extradition within the Commonwealth (incorporating the
amendments agreed at Kingstown in November 2002)

•

Scheme Relating to Mutual Assistance In Criminal Matters within the Commonwealth

•

UN Convention Against Transnational Organised Crime and three Supplementary
Protocols: signed and ratified
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Cyber Security Role-Players on the African Continent
According to the African Union, when looking at the reviewed
countries’ policy information, Mauritius remains as the most
advanced country in this regard. South Africa, Tunisia and Kenya
follow behind Mauritius as they are also actively working on
their laws, while others seem to be putting their cyber security
policies together. Nigeria recently released its Cybercrime Bill
2013 which will be passed into law soon.

Botswana
National Cyber Security
Policy

It is evident that there is still an overall lack of security awareness
and understanding of cyber security in Africa. Challenges
that are encountered include: the lack of awareness and the
shortage of local experts in the cyber security field. Although
most countries are willing to cooperate globally on the security
of cyber space, it is essential to also collaborate at a regionally
level and learn from each other as well. An approved African
cyber security policy will be one valuable step forward in the
right direction.

Mauritius

Ghana

Cybercrime and Computer
Related Crimes Bill 2007

Data Protection Act
2004

Financial Intelligence 2008
e-Legislation Committee
formed in 2010

Computer Misuse and
Cybercrime Act 2003

Electronic Transaction Act
(ACT 2008) that mandates
the security agencies to
confiscate accesses of cyber
fraudsters;

Information and
Communication Technologies
Act 2001

Criminal Code Act 29/60
Section 131 for Cybercrime
Prosecution

Unauthorised access to
a computer or computer
system

The Information and
Communication Technologies
(Amendment) Act
2002

Ministry of Communications
is currently drafting a
national Cyber Security
Strategy

Unauthorised access to
computer service

The Electronic Transaction
Act 2000

Access with intent to commit
an offence

The Electronic Transactions
(Amendment) Act 2009

Unauthorised interference
with information

Copyright Act 1997
Cyber Security Strategy
include:

Chapter 08:06 cybercrime
and computer related crimes
act

Unauthorised interference
with a computer or computer National Awareness
system
Programs and Tools
Good Governance of Cyber
Unlawful interception of
Security & Privacy
information
Harnessing the Future to
Unlawful possession of
Secure the Present (Premier
devices or information
centre for cyber security,
dependability and privacy,
Unauthorised disclosure of
unique comprehensive
password
approach, CyLab initiatives)
Damage to a computer or
computer system
Cyber extortion, Cyber fraud
Electronic traffic in
pornographic or obscene
material
Unlawful disclosure by
service provider
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Personal Cyber Security
(Home PC Security, Password
Security, Child Safety Online,
Social Engineering, Identity
Theft, Road Warriors, Email
Security)
A holistic approach integrates
many elements (both
strategic and tactical, both
technical and non-technical,
both professional and public)

Ethiopia
None

Africa Perspective

Botswana
National Cyber Security
Awareness Programme

None

Mauritius
MySecure- Cyberspace, The
Portal

Ghana
e-Crime Project (e-Crime
Bureau)

Privacy Bird and Privacy
Finder
MySecure- Cyberspace, The
Game
CyLab engages in numerous
partnerships and educational
initiatives throughout the
world

Ethiopia
ITU (International
Telecommunication Union),
Facebook and ACOPEA
(African Child Online
Protection Education &
Awareness Centre) launched
an online safety project in
Ethiopia
Information Network
Security Agency (INSA) of
Ethiopia

CERT-MU organising training/
workshops for CIOs and
System administrators;
Security awareness campaign
for home users
National Computer Board
(NCB) has numerous
programmes and activities
for both businesses and
individuals in regards
to being tech savvy and
understand how to safeguard
their organisation’s most
valuable asset-information.

Organisations /
Cybercrime units

Member of Southern Africa
Regional Police Chiefs
Co-operation Organisation
(SARPCCO)
Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)

National Cybercrime
Prevention Committee
(NCPC)

The Commercial Crime unit
of the CID of the Ghana
Police Service

Ethiopian Federal Police

INTERPOL National Central
Bureau (NCB)

Internet Society Ghana
Chapter (ISOC-Ghana)

Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)

SAKAWA organisation

Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)

INTERPOL National Central
Bureau (NCB)
UK’s Serious Organised Crime
Agency (SOCA)

INTERPOL

Information Network
Security Agency (INSA) of
Ethiopia

Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)

CIRT / CERT
None

CERT-MU Computer
Emergency Response Team
of Mauritius

GH-CERT (Ghana’s Computer
Emergency Response Team)

Ethiopian Cyber Emergency
Readiness and Response
Team (Ethio-CER 2 )

Mauritian National Computer
Security Incident Response
Centre

Member of FIRST

No

Yes

No

No

Budapest Convention
signed

No

Yes

No

No

Budapest convention
ratified

No

Yes

No

No
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Cyber Security Role-Players on the African Continent

Morocco
National Cyber Security
Policy

Morocco Numeric 2013:
•
Act No. 07-03
(completing the penal
code regarding crimes
related to treatment
systems Automated
Information)
•
Law No. 53-05
(concerning the
electronic exchange of
legal information)
•
Law No. 09-08
(protection of
individuals with regard
to processing of
personal information)
Morocco in 2010 Numeric
(Protect individuals with
regard to the processing
of personal information,
promote paperless electronic
transactions and support the
development of electronic
commerce

Kenya
Kenya Information and
Communications Act
CAP411A.
Kenya Cotmmunications
Regulations, 2001
Kenya Communications
(Broadcasting) Regulations,
2009
No National Cyber Security
policy as yet, however, a
proposal is in place that will
include:
•
•
•

•
•
•
•
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Collaboration between
stakeholders
Developing relevant
Policies, Legal and
Regulatory frameworks
Establishing a national
CERT thus providing
a Trusted Point of
Contact (TPOC)
Building Capacity:
technical, legal and
policy
Awareness creation
is key
Research and
development
Harmonisation of Cyber
security management
frameworks at the
regional level (at the
very least)

Mozambique
Illegal Interception

Namibia
National cyber security
policy:
•
Computer Misuse and
Cybercrime Act 2003
•
Unauthorised access to
computer information
•
Access with intent to
commit offences
•
Unauthorised access
to and interception of
computer service
•
Unauthorised
modification of
computer material
•
Damaging or denying
access to computer
system
•
Unauthorised
disclosure of password
•
Unlawful possession
of devices and
information
•
Electronic fraud
Prevention of Organised
Crime Act no 29 of 2004 the
court may hear evidence
which might otherwise be
inadmissible as long as trial
is fair (sec 2(8) document
means any record of
information (sec 87 (4)
electronic information
inadmissible” “document”
“information”
Electronic Transactions and
Communications Bill
(to provide for the regulation
of electronic transactions,
communications and
information systems
management

Morocco
National Cyber Security
Awareness Programme

FOSI’s Global Resource and
Information Directory (GRID)
is designed to create a
single, factual and up to-date
source for governments,
industry, lawyers, academics,
educators and all those
dedicated to making the
Internet a safer and better
place

Kenya
None

Member of Southern Africa
Regional Police Chiefs
Co-operation Organisation
(SARPCCO)
Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)

Namibia
None

Member of Southern Africa
Regional Police Chiefs
Co-operation Organisation
(SARPCCO)
Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)

The country is currently in
the process of implementing
a National Cybersecurity
Management System
(NCSecMS), which consists
of four components: the
National Cybersecurity
Framework, Maturity Model,
Roles & Responsibilities and
the Implementation Guide.
The Framework includes
provisions for awareness
raising and child online
protection

Organisations /
Cybercrime units

Mozambique
INTERPOL National Central
Bureau (NCB)

A special cybercrimeunit
to fight the rising number
of crimes committed
by technology-savvy
criminals established by
Kenya’s Director of Public
Prosecutions Keriako Tobiko
announced 14th January
2014
EACO - East African
Communications
Organisations (Cybersecurity
Task Force)

INTERPOL National Central
Bureau (NCB)

INTERPOL National Central
Bureau (NCB)

Member of Southern Africa
Regional Police Chiefs
Co-operation Organisation
(SARPCCO)

Member of Southern Africa
Regional Police Chiefs
Co-operation Organisation
(SARPCCO)

Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)

Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)

National Cybersecurity
Steering Committee (NCSC)
Criminal Investigation
department (CID) and
Communications Commission
of Kenya (CCK)
Jointed venture between ITU
and the Communications
Commission of Kenya
Cybercrime Unit (of the
Police Force)
INTERPOL National Central
Bureau (NCB)
Member of IMPACT

CIRT / CERT

CERT Morocco

Kenyan National Computer
Security Incident Response
Team
Kenyan Computer Incident
Response Team Coordination
Centre (KECIRT/CC)

No

No

Member of FIRST

Yes

No

No

No

Budapest Convention
signed

No

No

No

No

Budapest convention
ratified

No

No

No

No
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Cyber Security Role-Players on the African Continent

Zambia
National Cyber Security
Policy

Computer Crimes and Misuse
Act no 13 of 2004

Sudan
CybercrimeLaw of 2007
Electronic Transactions law
-2007 contains Electronic
contracting, Transactions
decadal, Digital signature,
and Electronic instruments
Informatics Crimes law 2007
contains crimes on money,
information, communications
and the threat or blackmail;
access to sites and
information systems owned
by the non; crimes of public
order

Tunisia
National Plan and Strategy in
IT Security (2003)
Law on protection of Privacy
and Personal information
(Law No 2004-63)
Law on Electronic Signature
and e-commerce (Law No
2000-83)
Law Against Cybercrimes
(Law No 99-89)
Laws on consumer protection
and Intellectual property
Law related to IT Security
(Law No 2004-5, Feb 2004)
Other law Amendments,
under study:
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•

Special amendments
for Fighting Spam

•

Amendment of the law
concerning CyberCrimes (Responsibilities
of actors (ISP, Web
Editors, Web authors,
Access Providers) &
Lawful Interception
considerations (CyberTerrorism)

Zimbabwe
None

Africa Perspective

Zambia
National Cyber Security
Awareness Programme

None

Sudan
None

Tunisia
CERT/Tunisian Coordination
Centre

Zimbabwe
None

Specialised Mailing-list
rubrics
Permanent rubrics in Regional and National radio stations
Presentations in All
Third-party Conferences &
Workshops
Presentations for public
controllers and auditors

Organisations /
Cybercrime units

Zambia Police Service (ZPS)
INTERPOL
Zambia’s Information and
Communication Technology
Authority (ZICTA)
Computer Society of Zambia
(CSZ)
Member of Southern
Africa Regional Police Chiefs
Co-operation Organisation
(SARPCCO)
Member of IMPACT (International Multilateral Partneship
Against Cyber Threats)

CIRT / CERT

None

Partnership with Amanak,
Kaspersky Lab, Afrinic and
APWG
INTERPOL National Central
Bureau (NCB)
Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats),
Member of OIC (Organisation
of the Islamic Cooperation),
ITU (International
Telecommunication Union)
and Africa-CERT

CERT Sudan

Member of OIC (Organisation
of the Islamic Cooperation)
CIRT/ Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)
INTERPOL National Central
Bureau (NCB)
Corporate –ISAC (IDCs)

Criminal Investigation
Department (C.I.D) Fraud
Squad
Computer society of
Zimbabwe
INTERPOL
National Central Bureau
(NCB)
Member of Southern Africa
Regional Police Chiefs
Co-operation Organisation
(SARPCCO)
Member of IMPACT
(International Multilateral
Partnership Against Cyber
Threats)

tunCERT Tunisian Computer
Emergency Response Team

None

CERT-TCC (Computer
Emergency Response Team
–Tunisian Coordination
Centre) and incorporates a
CSIRST

Member of FIRST

No

No

Yes

No

Budapest Convention
signed

No

No

No

No

Budapest convention
ratified

No

No

No

No
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Nigeria Analysis

This report was prepared by interviewing relevant
Risk, Chief Information Security Officers, Chief
Information Officers, Cybercrime and Forensic
experts, Internal and Systems auditors, Chief
Executive Officers, Senior officials in public and
private sector organisations and other local subject
matter experts.
The interview session involved detailed discussion
of the subject matter and the answers to the
research questions. After the interview sessions
were concluded, the results were analysed and
trends, possibilities, solutions and initiatives were
identified. These findings were used to formulate
this Nigerian portion of Nigerian Cyber Threat
Barometer Report.

Defining the problem
Analysis of the status of cyber
security and cybercrime in Nigeria,
identification of top cyber security
vulnerabilities, threats, breaches
and an estimation of the financial
cost of cybercrimes to the different
industries in Nigeria.

The research questions
were divided into three
sections as follows:

Root Cause Identification
Establishing organisational capability
to identify and address cybercrime
incidents in Nigeria. Examination
of
organisations’
perspective
regarding the investigation of
cybercrime incidents , reporting and
the analysis of how cybercriminal
investigation findings are used
to improve information security
within Nigeria. The questions also
attempt to gather views on the
effectiveness of Nigeria’s legal and
regulatory framework in combating
cybercrimes.
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Exploring Solutions
Enumeration
of
local
cyber
security
initiatives,
publicprivate partnerships or research
that presently exists to address
the growing cyber threat in the
different
organisations
within
Nigeria. Identifying Nigeria’s cyber
security skills gaps and establishing
institutions to bridge those gaps.

Defining the problem
How would you describe the state of cyber security
in Nigeria today? Is it getting better or worse?
Are cybercrime occurrences increasing in Nigeria?

Figure 1: State of cyber security in Nigeria
Overall, due to increased information security
awareness, as compared to previous years, cyber
security in Nigeria is perceived to be getting better,
although sectoral differences do exist. The following
are some of the reasons why this perception exists:
•

•

The recent mandates by the Central Bank of
Nigeria(CBN) for banks to become Payment Card
Industry Data Security Standard (PCIDSS) and ISO/
IEC 27001 certified.
The ‘Cybercrime Bill 2013’ that is about to be
passed into law

•

The application of cybercrime investigation
lessons learnt by companies, Information
security awareness tips sent to customers by the
respective companies and the general publicity of
the consequences of some actions, have helped to
raise the awareness level of Nigerians.

A lot of work still has to be done in the area of cyber
threat management as occurences are increasing
daily. Some of the contributing factors include the
abuse of the internet (alongside increased broadband
availability and affordability), lack of effective and
updated cybercrime laws to prosecute offenders and
Card Not Present (CNP) transactions over the Internet.
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Government
Ministries,
Departments
and Agencies
(MDAs) and
Regulatory
Authorities:
Cybercrime is
increasing

There has been an increase in cybercrime incidences in Nigeria due to the availability of higher
bandwidth through the underwater cables linking Nigeria to the world.
The introduction of a cashless economy comes with its own risk and Nigeria has witnessed more
security complaints. The number is growing on a daily basis.
The Nigerian constitution says that in order for something to be considered a crime a written law
must exist for it, hence cybercrime is not yet recognised as a crime in Nigeria although it does
happen. For example, if a hacker steals a company’s formula for producing drinks, the Nigerian laws
do not recognise it as a crime.
Organisations are now more information security aware compared to previous years and this has
helped to improve the cyber security status in Nigeria.
More banks have complained about the compromise on their customer cards. Nigerian cards are
being used for Card Not Present (CNP) transactions over the Internet at an increasing rate.
Certain cybercrimes have reduced but threats such as phishing, pharming and the spread of trojans
and other malware are on the increase. Most organisations especially in the financial industry, are
taking steps to prevent cybercrime such as implementing the necessary controls, using two factor
authentication, adopting security standards etc. However, criminals continue to target the users
who are vulnerable due to, amongst other things, lack of awareness training.

Financial
Institutions:
It depends on
what you see….

The state of cyber security, though far from where it should be, is definitely improving due to
increased awareness and increased interest by government and private institutions. Transaction
alerts and regular awareness tips are sent via emails or text messages to customers, which has
helped to reduce susceptibility to cyber fraudsters.
However, the absence of a sound legal framework, the weak skill base and inadequate security
infrastructure remain a major challenge.
The recent mandates by the Central Bank of Nigeria (CBN) for banks to become Payment Card
Industry Data Security Standard (PCI DSS) certified and ISO/IEC 27001 certified has forced Nigerian
banks to invest more in information security.
Cyber security in Nigeria is getting better as corporations are increasingly investing in security
measures and infrastructure. The sensitisation of the general public on security awareness and
the need to safeguard their credentials (passwords, PINs and card PAN) is also on the increase.
The occurence of cybercrime globally is on the increase and Nigeria is not left out as an emerging
economy where emphasis is placed on e-banking.
Cybercrime is on the increase at an alarming rate due to migration of transactions from the
traditional physical base to cyberspace. The increase in internet usage further exposes financial
institutions to cybercrime.

Telecommunica- From the Telecommunications perspective, although additional resources have been dedicated to
tion: It’s getting cyber security there has still been an increase in the amount of data and in particular customer
information, that has been leaked when compared to previous years.
worse!
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E-Payment
Companies: It’s
getting better!

The state of cyber security in the e-payment companies is getting better in Nigeria compared to
previous years because of increased awareness on the part of organisations, customers and the
general public.
With Internet penetration on the increase and more businesses going online, it is an area that we
have to be very conscious of.

Associations:
Better!

Cyber security is better in Nigeria due to increased awareness.

Based on your knowledge what are the top 3 cyber
security breaches experienced by public and / or
private sector organisations in Nigeria?

Figure 2: Cyber security breaches experienced by organisations in Nigeria
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Figure 3: Top 3 cyber security breaches in Nigeria
Social engineering attacks such as phishing emails, 419 scams,
identity theft and unauthorised physical access into buildings
are the top security breaches experienced across all the sectors
in Nigeria.
The second category is financial fraud and embezzlement
which include ATM fraud, mobile fraud, web fraud and Point of
Sale (POS) fraud. In financial institutions this is mainly achieved
through privilege escalation attacks and / or intrusions. Nigerian
banks have lost a lot of money to the different types of fraud.
Government
MDAs and
Regulatory
Authorities

The third category is information asset theft through session
hijacking, email hijacking and website hijacking. Insider
threats, inhouse security breaches, data leakage and trading
of customer information were also noted as prominent in
Nigeria. Other cyber security breaches mentioned, but not
included, in the chart above include man-in-the-middle attacks,
unauthorised access to credentials, denial of service, unethical
IT practices by trusted professionals, encryption of trojan
codes, theft of confidential Information, privacy and industrial
espionage, server/website attacks, copyright infringements,
software piracy and external intrusion.

Malware attacks (use of keyloggers, botnets), website defacement, misinformation and blackmail are the
top cyber security breaches experienced by Government Ministries, Departments and Agencies (MDAs).
Websites of agencies such as the Economic and Financial Crimes Commission(EFCC) and the National Information Technology Development Agency (NITDA) have been defaced by hackers.
Information asset theft through session hijacking, email hijacking, website hijacking, malware attacks,
keyloggers, botnets and website defacements are some of the common breaches experienced by Nigeria’s
regulatory authorities.

Financial
Institutions

The financial sector witnesses a high occurence of social engineering attacks, phishing emails, 419 scams,
identity theft, unauthorised physical access, financial fraud and embezzlement, ATM fraud, mobile fraud,
web fraud, POS fraud, information asset theft through session hijacking, email hijacking, website hijacking,
insider threats and inhouse security breaches.
The introduction of the ATM has increased convenience but also increased the rate of electronic fraud in
the system.

Telecommunication

Prevalent in this sector are social engineering attacks, phishing emails, 419 scams, identity theft, unauthorised physical access, insider threats, inhouse security breaches, data leakage and trading of customer’s
information.

E-Payment
Companies

Network and application level intrusions, social engineering attacks, phishing emails, 419 scams, identity
theft and unauthorised physical access are experienced in this sector.
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What in your opinion are the 3 most common
sources of cyber security breaches in Nigeria?

Figure 4: Sources of cyber security breaches in Nigeria
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Figure 5: Top 4 sources of cyber security breaches in Nigeria
Easier access to the Internet and insider help/collusion
with external parties were both identified as the most likely
sources of cyber security breaches in Nigeria. The internet has
simplified business processes such as sorting, summarising,
coding, editing, customised and generic report generation in
real-time for different types of organisations from business,
industry government to not-for-profit organisations. However,
the Internet has also brought unintended consequences
such as criminal activities, spamming, credit card fraud, ATM
fraud, phishing, identity theft and a blossoming haven for
cybercriminal miscreants to perpetrate their acts. Insider
help/collusion with external parties, this refers to external
criminals colluding with insiders to commit cybercrime.
The third and fourth sources identified were, pharming and
phishing and malware, keyloggers, botnets and backdoor
Trojans. Pharming and phishing refer to when hosted fake
sites imitate the original websites of different organisations.
These sites have been used to collect vital card information
from the public.
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Hackers and crackers gain access to user data using phishing.
The hackers also infect user computers in order to turn them
into zombies which would form part of botnets that could
then be used to perform Distributed Denial of Service (DDoS)
attacks or send out spam.
Other sources highlighted by participants include:
Point of Sale (POS) data breaches, DoS attacks, web payment
applications, website design mistakes, social media websites,
Internet banking, identity theft, mobile phone SIM attack,
unauthorised wireless access, external intrusion, lack of
security standards, weak legislation and weak compliance
monitoring.
Lastly, different categories of people have also been identified
as a source for data breaches, namely professional criminal
syndicates, ignorant or uneducated users, internal users,
hacktivism, social engineering, hackers and crackers, former
employees, customers, script kiddies and cyber fraudsters.

Government MDAs and Regulatory Authorities

Absence of third party authentication, where in
most cases, the card holder does not partake in the
authorisation process. Most websites do not provide
two-factor authentication.
Insider help/collusion with external parties was
identified by some government agencies interviewed
Pharming, phishing, malware, keyloggers and botnets
were mentioned as the top sources of cyber security
breaches in Nigeria.

Financial Institutions
Telecommunication

DoS attacks frequently caused by system users or
environmental factors
Collusion by internal professionals of organisations
entrusted with guarding information assets
Internet (ATM transactions involving payment for
services online)
Excessive use of mobile applications and mobile
phones
Employees

E-Payment Companies

Professional criminal syndicates
Vulnerable computers, flash drives and network
vulnerabilities
Lack of protection mechanisms
Ignorant or uneducated Internal users

Associations

Point Of Sale (POS) terminals
Insider help/collusion with external parties
Pharming and phishing
Malware, Keyloggers and Botnets

The 2014 Nigerian Cyber Threat Barometer Report - Page 55

Nigeria Analysis
What are the top 3 common cyber attack methods
used against organisations in Nigeria?

Figure 6: Cyber attack methods used in Nigeria

Figure 7 : Top 3 Cyber attack methods used in Nigeria
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The top methods identified include social
engineering, phishing, information theft, malware
such as keyloggers, botnets, viruses, worms,
pharming and SQL Injection. Other methods
identified include: internal security breaches,
denial of service and distributed denial of service,
hacking, e-mail hacking , use of unpatched software,
brute force attacks, weak passwords, organised
crime syndicates, physical disconnection; website
defacement, spoofing and straight application
tunneling.

Relevant Government
MDAs

Access control is generally abused by insiders, disgruntled employees, contract staff
and consultants.
Phishing is the prevalent method used to commit cybercrime in Nigeria. In this attack, the hackers send fraudulent e-mails and requests that a user clicks on a link all
with the aim of stealing access information or other personal information that can
be used for identity theft. Malware is sent as attachments via e-mails and social media sites. The malware is then downloaded and run within the enterprise network.

Financial Institutions

Malware (malicious software, script or code used to compromise information)
especially keyloggers are commonly used to compromise an organisation’s network.
Keyloggers are implanted into a system to record every keystroke made by a computer user in order to gain fraudulent access to passwords and other confidential
information.
Financial institutions have dealt with banking trojans for more than a decade, and
the number of trojans targeting online banking transactions has increased dramatically during this span. This increase represents a challenge to financial institutions
and their customers. Although banks have evolved their security measures to protect online transactions from fraud, attackers quickly adapted to these countermeasures and responded with sophisticated banking botnets.

Telecommunication
E-Payment Companies

Organised crime syndicates, social engineering, phishing, information theft, malware, keyloggers, botnets, pharming, SQL Injection, viruses and worms are some of
the methods used against financial institutions in Nigeria.
Collusion or conspiracy between staff and fraudsters, denial of service (DoS), hacking, e-mail hacking, brute force attacks, use of unpatched software and weak passwords.
Organised crime syndicates, spam and malware attacks.
Physical attacks (e.g. disconnection)

The 2014 Nigerian Cyber Threat Barometer Report - Page 57
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What do you think are the common top 5 cyber
vulnerabilities in Nigeria?

Figure 8: Top cyber vulnerabilities in Nigeria

Figure 9: Top Cyber Vulnerabilities in Nigeria
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The top cyber vulnerabilities include:
•
•
•
•
•
•
•
•
•

Lack of awareness (employees and customers)
Poor patch management and outdated antivirus software
Unsecured or misconfigured networks, web applications, software applications, computer
systems and wireless networks
Use of weak password policies, use of default passwords and unlocked systems
Lack of cyber security skills assessment
Lack of laws and government regulations addressing cybercrime
Unemployment and use of contract staff
Poverty, greed and loss of moral standards
Limited cyber attack defenses and controls

Others are:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Scarcity of resources/technology for protection
Lack of processes or skills for reporting and mitigation
Poor management of technical vulnerabilities
Use of hard-coded credentials
Unsecured websites, products and solutions
Lack of Proper identification system
Unreported incidents
Poor security management systems
Inadequate incident response capabilities
Ambiguous policies leading to poor implementation and monitoring
Implementation of different tools that duplicate functionality
Insecure ecommerce websites & search engine poisoning
Use of obsolete systems
Inadequate security implementation by third parties
Use of unlicensed operating systems
Data leakage via internal users
Not hardening system configurations
Lack of proper segregation of duties
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From your experience what are the top 3 ways that
cybercrime incidents are currently being detected?

Figure 10: Ways of detecting cybercrime in Nigeria
The top three ways are:
•
•
•

Monitoring tools - Detection mechanism
Customer reports
Internal audits and routine staff checks

The other methods identified are :
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Incident reports from firewall systems
Alerts on financial transactions and
Email/Phone alerts
Antivirus software and intrusion
detection/prevention systems
Vulnerability scans
External parties
Denial of service incidents
Direct financial loss
Published incidents and whisle blowers
Cyber security software to detect breaches
and vulnerabilities
Industry forums
Incident investigations uncover other issues
Security/Network Operations Centres
Fraud monitoring and prevention solutions
Unusual system behaviour
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Figure 11: Top 3 ways of detecting cybercrime

Can you estimate the financial cost of cybercrime
in your industry from January 2012 to December
2013?

Figure 12: Estimated Annual loss to Cybercrime in Nigeria

We cannot accurately determine the cost of cybercrime in
Nigeria but according to survey respondents, Nigeria loses
over seventy (70) billion Naira to cybercrime annualy. Ernst &
Young estimated the annual losses due to cybercrime to the
Nigerian economy to about $200 million (N32bn). Also, it was
noted that the amount lost to unreported cybercrime incidents is double the amount of reported cybercrime incidents.

It is noteworthy to mention that financial institutions lose a
lot of money annually to cybercrime. On average, money is
lost to cyber fraudsters before the bank is notified and able
to block any transactions from going through the hacked
account.
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What emerging threats or other significant
cybercrime risks are being encountered by your
industry?

Figure 13: Emerging threats to cyber security

Figure 14: Five top identified emerging threats
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The top five identified emerging threats were:
•
•
•
•
•

Social engineering risks, spear phishing, identity
theft and social media
ATM fraud, mobile fraud and card holder data
theft
Hacking and e-mail hacking
Internal network security breaches
Malware and keyloggers

The other identified emerging threats were:
•
•
•
•

DoS and SQL injection
Terrorism and espionage
Skimming devices on ATMs
Pharming and website defacement

Relevant Government MDAs

Financial Institutions
Telecommunication

As Nigeria moves towards a cashless economy, the reliance on PoS, ATMs and online
payments will lead to higher risks in cybercrimes. The Central Bank of Nigeria (CBN) also
noted that various channels of electronic fraud hinder the progress of the cashless policy in
Nigeria.
Internal network security breaches (stealing information from laptops, flashdrives, phones
etc) and the use of malware (keyloggers) are also bound to increase in Nigeria.
Social engineering to obtain access rights.
Exploitation of controls around data usage is a growing trend in the communication industry.
Nigerian subscribers are always looking for shortcuts to surfing the internet for free or
making phone calls without having to pay for it.
Traffic refiling is another emerging threat in the telecommunication sector as a result of
insiders (trusted employees) colluding with outsiders to pass traffic through the network
without paying for it.
There is also the use of the company’s website by hackers to display fictitious advertisements
and promotions.

E-Payment
Companies
Associations

ATM fraud, mobile fraud, website hijacking and identity theft were identified as the top
emerging threats in the e-payment industry.
The Bring Your Own Device (BYOD) occurrence in organisations is an emerging threat to cyber
security in the future.
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In your opinion, are cybercrime risks common
across Nigeria, West Africa & Africa as a whole or do
they vary by sector/region?
According to the stakeholders interviewed, cybercrime risks, although common
across Nigeria, West Africa and Africa, are more prevalent in Nigeria due to
the population, level of cashless initiatives being deployed daily, high Internet
usage, lack of adequate security controls, weak governance control and the
poverty level of the population.

Relevant Govern- Cybercrime risks vary by sector and region. The rate of cybercrime depends on the level
ment MDAs
of ICT and awareness in Nigeria and other African countries
The financial services sector bears more risk than other sectors as most cybercrimes
today are done for financial gain. Nigeria is also the largest economy in the West African
sub region with 29% Internet penetration
Financial Institutions

Telecommunication

E-Payment Companies
Associations

Nigeria is the dominant economy in terms of the population size and therefore per
capital cybercrime may be much less when compared to other countries . Certainly,
the absolute number of incidents is on the increase in Nigeria and also in the financial
services sector
Incidents of hacking occur more in South Africa and internationally than in Nigeria, but
phishing activities are more common in Nigeria
The risks are worse in Nigeria which may also be due to Nigeria’s population and lack of
adequate security controls. Hacking is more sophisticated in South Africa but they also
have a lot of security controls in place
The same can be said across Africa owing to culture, weak governance, control and
poverty
Common across the region but more attention on Nigeria
Hacking occurs more in South Africa and internationally than in Nigeria, however,
phishing occurs more in Nigeria. Banks are targeted more than government agencies

The 2014 Nigerian Cyber Threat Barometer Report - Page 64

Root Cause Identification
How does your organisations address cybercrime
incidents?
Relevant Government MDAs

Cybercrime incidents are investigated and the guilty party duely prosecuted
A prominent government agency noted that in response to an incident of website defacement, the agency responded in 10 minutes by pulling down the website and installed
security measures before launching the website again.
Establishment of an incident management team under the service management division
who handles all incidents including cyber security incidents.
Installation of security devices

Formulation of security policies & procedures
Financial Institutions Using an existing incident management framework
Staff that are trained on mobile device hacking and ethical hacking
High priorityinvestigation team takes over
SOC (Security Operations Centre) where live transactions are being monitored
Good defence systems allow incidents to be prevented, detected, investigated and remediated.
Continuous education of internal and external customers
Ensuring compliance to security standards
Implementation of security solutions
Regular awareness message /campaign on the need to safeguard login information
Use of the in-house security team with adequate monitoring allows in-house attempts to
be blocked.
A stakeholder from a Pan African Bank noted that incidents of fraud, no matter how small,
are not ignored. All incidents are investigated and the guilty party duely prosecuted.
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Telecommunication

Security and monitoring IT unit that handles cybercrimeincidents
Passwords and access lists are used to mitigate common attacks such as brute force attacks
Installing firewalls and making sure that unused ports are closed
Adequate intrusion detection systems
Depending on the nature of the crime, some websites are shut down
Continous monitoring tools at various points
Data Leakage and Prevention (DLP) solutions to monitor activities
Fraud Management Systems

E-Payment
Companies

Continuous scanning and research
By putting preventive measures in place such as routine assessments
Depending on the nature of the incident it may be handled internally and reported.
Installation of security devices
Formulation of security policies and procedures
Installation of hardware and software		

Associations

Monitoring of access to networks
Not Applicable

Does your organisations report cybercrime
incidents to law enforcement organisations?
The survey carried out shows that most organisations report cybercrime incidents to
law enforcement agencies such as the Economic and Financial Crimes Commission
(EFCC), Nigerian Financial Intelligence Unit (NFIU), Central Bank of Nigeria (CBN),
Nigeria Police, State Security Service (SSS) and the Independent Corrupt Practices
Commission (ICPC).
Relevant Government MDAs

Financial Institutions

EFCC is responsible for dealing with cybercrime incidents within the country, International
cases are reported outside the country. The Law enforcement agency chosen depends on
the nature and urgency of the cybercrime incident.
The regulatory authorities interviewed claimed not to have experienced any cybercrime
incident but noted that relevant law enforcement agencies will be contacted when
required.
Incidents are reported to the relevant departments within the organisations and then
reported to Law Enforcement Agencies.
Incidents are reported to EFCC, NFIU,CBN and frequently to the Nigeria Police.
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Telecommunication

Incidents are reported to EFCC, ICPC, Nigeria Police and SSS. It also depends on the nature
of the incident.

E-Payment
Companies
Associations

All cybercrime incidents are reported to the relevant law enforcement agency.
Not applicable

Does your organisation have the required
Knowledge and skills to detect and report
cybercrime incidents?
The survey showed that participating organisations have the required knowledge
and skills to detect cybercrime incidents. Organisations in Nigeria either employ the
services of Information Security experts and / or consultants or form an Information
Security department/unit that is well equiped with Information Security experts for
the detection of cybercrime incidents. For example, banks are now establishing SOCs
(Security Operations Centres) where live transactions are being monitored.

Relevant Government
MDAs

CEH, CISSP, Forensics and other relevant international certifications.

Financial Institutions

CEH, CISSP, C|EH, C|HFI, L|PT, Certified Forensics Analysts, Fraud Analysts, Ethical
Hackers and Core Fraud Detection Units, Information Security department, forensics,
trained information security employees and other experts.
The industry possesses skills sufficient for the nature of the business.

Telecommunication

The relevant units have employees that are CFE (Certified Fraud Examiners), CEH, CISA
and CISSP
E-Payment Companies CEH and other trained security officers
Associations
Not applicable
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Based on your knowledge, does your
organisation make use of in-house staff or
external service providers if detecting cybercrime
incidents and conducting investigations?

Figure 15: How Cybercrimes are being detected

Survey results show that respondent organisations use
only in-house staff or both in-house and external service
providers to detect cybercrime incidents and conduct
investigations. Organisations hardly depend only on the
services of external service providers.

The 2014 Nigerian Cyber Threat Barometer Report - Page 68

What do you believe are the most significant
reasons that organisations sometimes do not
report cybercrime incidents?
The respondent organisations identified the following as the reasons why
organisations sometimes do not report cybercrime incidents:
•
•
•
•
•
•

Fear of reputational damage
Loss of customers
Absence of enabling laws
Lack of confidence in the ability of law enforcement agencies
Fear of encouraging other fraudsters
Fear of exposing organisation’s security status

The main reason that Nigerian organisations, especially financial
institutions, do not report cybercrime incidents, is the fear of having their
reputation damaged. Other reasons include lack of confidence in the
ability of law enforcement agencies to handle cybercrime incidents and
the fact that there is no active consequence for not reporting cybercrime
incidents.
Government MDAs & Regulatory Authorities

Fear of reputational damage
Absence of enabling laws		
Loss of customers
Ignorance - inadequate knowledge of what, who and where to
report		
Fear of potential action against the company/organisation
involved
Lack of confidence in the ability of law enforcement agencies to
handle cybercrime incidents
Fear of exposing the organisation’s security status and compliance to standards
Too much trust in the organisation’s capability to handle the
incident in-house
Negatively affecting customer confidence which could impact
profitability
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Financial Institutions

Absence of enabling laws
Fear of being picked as the first point of investigation
The fear of losing customer confidence
Loss of customers		
Fear of exposing the organisation’s security status and compliance to standards
Evidence act is easily faulted and technical know-how from the
bar on prosecution
No active consequences for not reporting

Telecommunication

Lack of confidence in the ability of law enforcement agencies to
handle cybercrime incidents
Fear of considering the organisation as not secure.
Reputational damage
Loss of customers
Exposure of the organisation’s security status
Negative press coverage
Lack of confidence in the ability of law enforcement agencies to
handle cybercrime incidents
Fear of encouraging other fraudsters
Weak regulatory environment

E-Payment Companies

The fear of losing customer confidence
Reputational damage
Organisations are not sure security agencies will be able to
manage the situation and information appropriately

Associations
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Organisations do not want to bring such vulnerabilities to the
public domain, as they are just gaining traction for e-commerce
Reputational Damage

In your experience over the last 3 years when
cybercrime incidents are reported to law enforcement
what type of response did you receive?
Minimal support is given to the actual investigation of
cybercrime incidents owing to a lack of relevant skills and
tools by the law enforcement agencies. The Economic and
Financial Crimes Commission (EFCC) is perceived to be
relatively well equipped with professionals and responds
actively to any reported cybercrime incidents, resulting in
fraudsters being apprehended and prosecuted. However,
the ECC is still somehow limited due to the lack of
appropriate laws to prosecute criminals in a court of law.

According to the stakeholders interviewed, the
Nigeria Police is ineffective when it comes to
cybercrime incidents, which was attributed to the
lack of relevant knowledge and skills in cybercrime
management. The financial institutions routinely
report incidents to the EFCC.

To what extent are the findings from any
investigation into a cybercrime incident used to
improve Information Security in your organisations?
Relevant Government MDAs

Used to improve the current security posture
To improve systems security
Largely used for determining the form of mitigating controls

Financial Institutions

Findings may expose vulnerabilities in the system or lack of controls which is
subsequently fixed to improve security.
To a great extent, once a case is seen as an illegal movement, action for permanent remediation is taken immediately.
Used to generally improve the security status of the organisation (more on
the awareness aspects).
Findings are well applied to improve processes
Learning points are used to improve existing Information Security assets:
“Every investigation has action plans accompanying them, thus for every
fraud incident all necessary departments take steps to block loopholes in
infrastructure, processes and people issues. This is continuously monitored
to prevent a re-occurrence”.
Applied extensively, policies and procedures are changed
Detailed root cause analysis is done and controls put in place to prevent
future occurrence
Mitigating procedures implemented
Informs the type of technology employed
A dedicated fraud monitoring unit manned 24/7
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Telecommunication

To the extent of reporting it to the audit committee level and buying tools
necessary for fighting it

E-Payment Companies

Lessons learnt are applied and used for future prevention and detection of
occurrences
Continuous improvement of policy and procedures

Associations

Findings used and applied by in-house security team
Not Applicable

“Do you believe that our current legal and
regulatory framework is sufficient to assist with the
apprehension and prosecution of cybercriminals?”

The survey revealed that Nigeria’s legal and regulatory framework is not sufficient to apprehend and
prosecute cybercriminals.
Currently, there is no cybercrime law. The Advance
Fee Fraud and other Fraud Offences Related Act
(2006), which the Economic and Financial Crimes
Commission is rigorously enforcing, remains the
closest legal attempt to define, prescribe and prosecute criminal activities that are carried out with ICT
facilities. The maximum sentence is 20 years imprisonment.
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However the Cybercrime Bill, 2013 (awaiting passage by the National Assembly as at February 2014)
is a comprehensive bill expected to address this.
The Cybercrime Bill is not yet passed to law, however the electronic evidence bill has been passed to
Law. Respondents identified a need to learn from
effective international laws and also to educate the
judges on cyber related issues. There should also be
a forum for the judges on Internet fraud and digital
evidence.

What local initiatives are currently underway to
develop Nigeria’s cybercrime legal and regulatory
framework?
The respondent organisations identified the following
initiatives which are currently underway to develop
Nigeria’s cybercrime legal and regulatory framework:
•
•
•
•

Cybercrime Bill, 2013
CBN mandates for all banks to attain certifications
(ISO/IEC 27001, PCIDSS)
Nigerian E-Payment Fraud Forum
ISACA initiatives and activities

Nigeria’s House of Representatives are currently
undergoing a second review of the ‘Cybercrime Bill,
2013’ seeking to outlaw cybercrimes in the country.
The bill is seeking to provide for offences and penalties
relating to computer misuse and cybercrimes in
Nigeria’s criminal and penal codes. The absence of
cybercrime laws portrays Nigeria as a “very porous
nation” for cybercrime. The absence of cybercrime
legislation has exposed sensitive economic, intelligence,
security and sundry government outfits to hacking by
cybercrime syndicates.
It is noteworthy to mention that the Economic and
Financial Crimes Commission (EFCC) has made 288
cybercrime- related arrests but 234 of the cases are
still pending in court largely due to the absence of
cybercrime legislation to prosecute the cases.

There have been several private member bills
introduced at both arms of the National Assembly
seeking, unsuccessfully, to provide a legal framework for
cyber security. The Bills are the Computer Security and
Critical Information Infrastructure Protection Bill 2005,
Cyber Security and Data Protection Agency Bill 2008,
Electronic Fraud Prohibition Bill 2008, Nigeria Computer
Security and Protection Agency Bill 2009, Computer
Misuse Bill 2009 and the Economic and Financial Crimes
Commission Act (Amendment) Bill 2010.
Advance Fee Fraud and other Fraud Related Offences
Act 2006, is currently the only law in Nigeria that deals
with Internet crime issues.
The Act only covers the regulation of Internet Service
Providers and cybercafes, but does not deal with the
broad spectrum of computer misuse and cybercrimes.
As part of the Central Bank of Nigeria’s efforts to tackle
e-fraud, the Nigeria e-Payment Fraud Forum (NeFF)
was set up to continue to provide quality insights into
managing emerging threats.
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Nigeria Analysis
Government MDAs &
Regulatory Authorities

A Cybercrime bill is currently awaiting passage by the Nigerian Senate.
Nigeria is also moving to set up a cyber security commission.
Nigerian e-payment Fraud Forum

Financial Institutions

Electronic Evidence Act
CBN intends making it mandatory for all banks to attain ISO/IEC 27001 and PCIDSS
certifications
To ensure relevant laws are in place while weak enforcement mechanisms are
strengthened
The push to get the Cybercrime Bill 2013 to be passed to Law by the office of the
National Security Advisor and EFCC
NIMC project to centralize national ID
Nigeria Electronic Fraud Forum (NEFF)					
Information Security forums like ISSAN
Biometric project by CBN Bankers Committee of the Chartered Institute of Bankers
and CBN
CBN regulatory framework to improve cybercrime prevention and detection management in Nigeria
ISO 27001 and PCIDSS mandates by CBN		

Telecommunication

Collaboration amongst banks on shared services			
Cybercrime Bill, 2013.
Awareness by certified fraud examiners
Information Security Society Africa				

ISACA initiatives and activities
E-Payment Companies The Federal Government has approved the Cybercrime Bill and it has been passed to
the national assembly. The bill has passed through its second reading and should be
signed into law this year (2014)
Associations

Electronic Evidence Act
Cybercrime Bill, 2013
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Exploring Solutions
What local initiatives are you aware of that involve
collaboration to better deal with the growing cyber
threat facing Nigerian organisations?
Relevant Government Nigerian Electronic Fraud Forum (NEFF)
MDAs
Nigeria cybercrime Working Group (2004-2006)
Economic and Financial Crimes Commission (EFCC)		
Memorandum of Understanding (MOU) with Microsoft
ECOWAS Regional Initiative for Cyber Security			
Memorandum of Understanding (MOU) with Federal Trade Commission (FTC)
Local NGO’s are now involved in cyber security.
Partnership with AfriNIC
An initiative is ongoing to establish a Computer Emergency Response Team (CERT) driven by the Office of the National Security Advisor to ensure a safer Cyberspace in Nigeria
Committee of Chief Inspectors of Banks in Nigeria (CCIBN)		
Antifraud Report Portal (NIBSS & CBN)		
Antifraud System (Nigeria & Ghana)
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Nigeria Analysis
Financial Institutions

Nigeria Electronic Fraud Forum (NEFF)
Chief Information Secuirty Officer (CISO) Round table
Information Security Society of Africa - Nigeria (ISSAN)
National cyber security initiative
Information Systems Audit and Control Association (ISACA) - Nigeria
Deloitte Cyber Breakfast
NIMC project to centralise national ID
E fraud forum
Committee of Chief Inspectors of Banks in Nigeria (CCIBN)
Nigerian Electronic Fraud Forum (NEFF)			
Biometric project by CBN bankers Committee						
Electronic Payment Providers Association of Nigeria (E-PPAN)			

Telecommunication

The ISACA association in Nigeria organises periodic seminars to provide training on
addressing such risks
National Information Technology Development Agency (NITDA)
Joint effort by affected industries
Interaction between organisations (e.g. Deloitte Cyber Programs with top organisations)
Communication and education from Wolfpack Information Risk
Office of the National Security Adviser Initiatives (ONSA) 			

IIA Nigeria and other bodies
E-Payment Companies The enforcement of PCI DSS certification by the CBN		
Nigeria Electronic Fraud Forum (NEFF)
Committee of Chief Inspectors of Banks in Nigeria (CCIBN)
Antifraud Report Portal (NIBSS & CBN)
Associations

Antifraud System (Nigeria & Ghana)
Committee of Chief Inspectors of Banks in Nigeria (CCIBN)
CISO round table by Deloitte
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Does your organisation participate in publicprivate partnerships for prevention and combating
of cybercrime? What initiatives are currently taking
place?
Relevant Government
MDAs

Financial Institutions

Partnership with Eco–Connect
International Bodies
Nigeria Electronic Fraud Forum (NEFF)
Active participation in CISO Forums
Information Security Society of Africa, Nigeria (ISSAN)
Strengthening security status through the use of ISO standards
Committee of Chief Inspectors of Banks in Nigeria (CCIBN)
Partnership with interswitch which is the module for fraud monitoring
Government and private initiatives
Nigeria Electronic Fraud Forum (NEFF)
Information Systems Audit and Control Association (ISACA) - Nigeria 		

Telecommunication

Internet Forums
NCC Initiatives
Media used to alert the public on occurrences
ONSA Initiatives

Advise business partners to be a security focused unit
E-Payment Companies Nigerian Electronic Fraud Forum (NEFF)

Associations

ISACA awareness trainings and CPE
ISACA Collaboration with NITDA to adopt COBIT 5
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Nigeria Analysis
What partnerships should be developed on a
National, African or International level that would add
value to Africa?

Relevant Government MDAs

National CybercrimeBill 2013
Organisationsal partnership across sectors
Institutional partnerships (Information Security in primary and secondary
school curriculums)
Tertiary institutions awarding Information Security degrees		
Partnerships between regional and country cyber security agencies
Parnership with international fraud prevention bodies
A round table between law enforcement, users and consumers to share
information on cyber security issues
Bilateral and multi-lateral agreements with countries and international
organisations
Law Enforcement agencies across Africa
Partnership with judiciaries across Africa
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Financial Institutions

A National Framework on combating cybercrime and e-fraud
Collaboration with international agencies, for example a CERT
Consulting firms creating a permanent partnership with companies to
conduct regular reviews
ISSAN collaboration accross Africa
NGO in different countries in Africa should team up to campaign against
cybercrime
Collaboration among bodies has been done by Cybercon Africa
Bringing all the major organisations together e.g ISSAN accross Africa
Regional multilateral agreements and cooperation on combating cybercrime.
Partnership with Gartner on forums, or on purchase of some security
solutions
CBN should collaborate with other regulatory bodies accross Africa and
internationally
Police cybercrimedivision funded and staffed partly from the private
sector
EFCC should be properly funded to include foreign experts
Biometric project by the Bankers Commitee
Cyber security should be treated as a national issue
Enforcement of some international standards, for example, PCIDSS and
ISO.

Telecommunication

Parthership between Nigeria and other African countries that are aware
e.g South Africa
Organisations in Nigeria should form partnerships like FIRST (Forum for
Incidence Response and Security Team) and CERT
Legislation, bills and issues in the nation
Public-Private partnership on fraud prevention and detection
CERT Africa is currently set up in Ghana
ISACA

E-Payment Companies

Institute of Internal Auditors (IIA ) accross Africa
Making use of international frameworks and / or partnerships to combat
cybercrime.
Law enforcement agencies across Africa

Associations

Partnership with judiciaries accross Africa
EFCC and FBI and other organisations that fight cyber crime.
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Nigeria Analysis
What research do you believe needs to be
conducted to better deal with the growing cyber
threat? Who should fund this research (Government,
Private institutions or a combination of the two)?

Figure 16: Who should fund research around cyber threats?

Government
Threat assessment of cyberspace and the cost of cybercrime to the country
MDAs & Regulatory Author- Research into cyber security management
ities
Cyber security research on what type of threats organisations face, the types of controls
implemented, the effectiveness judged from tests, which attacks are prevalent in different
sectors etc
Best practices in dealing with cyber security issues, global trends and analysis
Research on successful attacks and breaches		
Research on attempted unsuccessful attacks
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Financial Insti- Research into social engineering and cybercrime amongst staff of financial institutions
tutions
Awareness level of top leaders in the industry
Risks associated with the use of international debit cards
Cyber security research across various sectors
How best to deal with cybercrime
Research into ways of preventing cybercrimes in Nigeria and Africa.
Research on the possible next attempt of cyber criminals
Uniquely identifying every citizen
Identity database (finger print and / or facial) to be funded by the government.
Cost value of breaches
Internal threat in cybercrime management		
The risks associated with banks publicising new certifications (certificates of compliance)
Increased corroboration (confirmation) of banks and / or telecoms in alleged fraud information sharing to aid in identifying fraudsters and prosecution
Cross-functional detective and preventive framework against cybercrime 		
Effective ways of preventing phishing							
Telecommuni- Market place research
cation
Awareness level of Nigerians
Determining the number of compromises and breaches experienced by individuals
E-Payment
Companies
Associations

Percentage of people using unauthorised software
Surveys such as the Nigerian Cyber Threat Barometer
Research on successful and unsuccessful cyber attacks
Research on effective information security awareness methods
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Nigeria Analysis
Do you believe that a National Computer Security
Incident Response Team (CSIRT) needs to be
established? Where do you believe this should be run
from and which stakeholders should be involved?

Figure 17: Should a CSIRT be established in Nigeria?

The majority of the stakeholders interviewed supported
the fact that Nigeria needs a National Computer Security
Incident Response Team (CSIRT). The small fraction of the
stakeholders that did not support the initiative felt that a
‘National’ body would not function effectively in Nigeria.
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Government MDAs & Where do you believe this should be run?
Regulatory Authorities
Office of the National Security Adviser (ONSA)
Abuja (FCT)
Which stakeholders should be involved?			
All sectors of the economy that conduct business in cyberspace should be involved.
Prosecutors and intelligence agencies

Financial Institutions

Financial institutions, law enforcement agencies and Information Security professionals
should be involve
Where do you believe this should be run?
Run centrally through all the federal units, could also be run from Lagos or Abuja
With the Ministry of Communication Technology (MCT) for openess or any other government agency
Should be run from independent multiple offices
The Initiave should be driven by ISSAN, EFCC, NCC, NIBSS and CBN
Which stakeholders should be involved ?
There is a need to focus on collaboration between the government and private organisations.

Telecommunication

Banks, law enforcement agencies, telecommunications, private computer security firms
and law enforcements should be involved.
Where do you believe this should be run?
The Ministry of Communication Technology (MCT) should champion the initiative.
The CSIRT can be coordinated nationally but should be broken down into constituencies
to address specific sector by sector issues.
Drawn from different industry experts as non-governmental organisations but with legislative backing
Which stakeholders should be involved ?

Private sector should be more involved than the government.
E-Payment Companies Where do you believe this should be run?
It should be run by an independent non-governmental regulatory body.
Which stakeholders should be involved ?

Associations

Financial institution, law eforcement agencies and Information Security Professionals
should be involved.
Which stakeholders should be involved ?
The initiative should be championed by the Office of the National Secuirty Adviser
(ONSA)
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Nigeria Analysis
Do you believe that the CSIRT should be an
independent non-governmental agency with the
aim of assisting Nigerian companies to report cyber
threats to a central point that will provide incident
management assistance, streamline reporting to
law enforcement, provide an early warning system
to the community and generate relevant statistics
that would make the fight against cybercrime more
effective? How do you see this model working?

Figure 18: Should the CSIRT be a non-governmental agency?(Overall)
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Figure 19: Should the CSIRT be a non-governmental
agency? (Per sector)
The survey result shows that 42% of the survey
participants feel that if a Computer Security Incident
Response Team (CSIRT) is to be established in Nigeria,
then it should be a governmental agency driven
by The Central Bank of Nigeria (CBN), the Ministry
of Communication Technology (MCT), intelligence
agencies and prosecutors. Some of the reasons for the
involvement of government include: sponsorship and
funding, provision of the required level of authority
and acceptability and provision of the necessary law
enforcement support needed.
It was also noted that given the crucial nature of this
agency and the sensitive information to be handled which

impact the economy and national security, the CSIRT
would do better in Nigeria if it is run from a government
agency, which may be supported by experienced
andresponsible private security organisations. This will
also prevent it from being hijacked by interest groups for
economic or other purposes
According to the survey results, there is also a need for
the private sector to be actively involved, especially the
financial and telecommunication industries, to ensure
that the agency is run effectively and efficiently to
achieve its objectives for which it was established and
not become an ineffective national agency.
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Nigeria Analysis
What cyber security skills do you believe are in
short supply in your sector and Nigeria as a whole?
Risks to cyber security emerge daily and therefore there is a need to constantly
improve cyber security skills which cuts accross all the sectors of the Nigerian
economy. According to the survey the top three skills needed in Nigeria are:
computer and digital forensics, forensics investigation, cybercrime prevention,
detection and incident handling and technical ethical hacking skills.

Relevant Government MDAs
& Regulatory
Authorities

Incident handlers
Computer forensics and forensics investigation
Security audit skills
Digital forensics		
Application security 		
Technical skills in cybercrime prevention and detection
Network security management
Detection and investigation of cybercrime incidents		

Financial Institutions

Forensic investigation			
Secure coding skills
Technical ethical hacking skills
Network security
All cyber security skills need to be improved on
Incident handling
Highly trained information security experts (data security)
Substantial additional technical skills in sustaining and / or building infrastructure
Forensic investigation experts
Highly technical security skills
Patching skills			
Application security		
Cyber law		
Data centre security management skills			
Forensics and hacking						
National security architects and implementers						
Electronic banking security services		
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Telecommunication

There is need for continuous training since risks emerge everyday
General security skills and understanding the intricacies of cyber attack methods
Information security specialists
Digital forensics
Ethical hacking
Computer digital forensics
Hacking skills

E-Payment Companies

Technical Issues around cyber security							
Cybersecurity knowledge in general including cyber risk and strategic analysis
Software architechture skills
Detection
Intelligence and investigation
Product Skills

Associations

Digital forensics					
Managing and optimising a Security Operations Centre (SOC)

Do we need to establish a National Cyber Security
Training Academy to address the country’s cyber
security requirements?

Figure 20: Do we need a National Cyber Security Training Academy in Nigeria? (Per sector)
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Nigeria Analysis

Figure 21: Do we need a National Cyber Security Training Academy in Nigeria? (Overall)
Relevant Government
MDAs
Financial Institutions

Telecommunication

Associations

There is no need to establish a National Cyber Security Training Academy. Information Security training should be included in the educational curriculum up to
the tertiary level. Executive support should be given to universities to develop the
curriculum for cyber security training for each institution.
There is a need to establish a National Cyber Security Training Academy. It should
be part of the CSIRT model research institute and should also help to train security
professionals. A National Academy will be more structured for cyber security training.
We cannot stop private training organisations, but accreditation is important i.e. it
should be regulated, there are a lot of international security standards that could be
enforced and adopted
There is a need to establish a National Cyber Security Training Academy just like Digital Bridge Institute was established through the Nigerian Communications Commision (NCC) for IT/Telecommunication industry. The academy will be more productive
if we work with professional bodies like ISACA.
In addition, training should be Integrated into the educational academic program of
institutions with the curriculum designed by set bodies (maybe the CSIRT?)
No need to establish a National Cyber Security Training Academy, instead a framework of how everybody can be trained should be developed and acted upon.

The 2014 Nigerian Cyber Threat Barometer Report - Page 88

Does your organisations receive sufficient training
in the area of cybercrime management? What type of
training is needed for your industry and Nigeria?

Figure 22: Is training in cybercrime management sufficient in
Nigerian organisations? (Per Sector)

Figure 23: Is training in cybercrime management sufficient in
Nigerian organisations? (Overall)
The 2014 Nigerian Cyber Threat Barometer Report - Page 89

Nigeria Analysis
Government
Training in various aspects of cybercrime detection and cyber security
MDAs & Regulatory Author- Improved cyber security awareness training for end users
ities
Cybersecurity training should be included as part of curriculum for degree programmes
Incident response
Attack and defence
Secure coding
Financial Insti- Training on cybercrime management
tutions
SANS training with practical emphasis on cyber security and fixing gaps
High expert training
Awareness training
Forensics investigation
Cybersecurity						
Management of anti-malware
Detection of network breaches
Telecommuni- Ethical hacking
cation
Awareness training/education
E-Payment
Awareness training
Companies
Incident response
Attack and defence
Secure coding
User awareness training

Do you believe your industry and Nigeria as a
whole is investing enough resources to sufficiently
mitigate the threat of cybercrime?
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Figure 24: Is Nigeria investing enough resources to mitigate
cybercrime? (Per Sector)

Figure 25: Is Nigeria investing enough resources to mitigate cybercrime? (Overall)
There has been considerable investment by the
country and financial service organisations. This
investment was done in response to the mandates
from CBN by the private sector (financial industry)
and Government.
It is evident that many Nigerian organisations today
are investing significant amounts of money in
protecting their ICT systems and networks. It was
alleged that most of these organisations are either
‘fire fighters’ or ‘copy cats’. For example, some
organisations approach information security as a
fire fighting exercise, where information security is
taken seriously only when there is a security breach,

compromise or an incident. In a similar fashion,
some companies may ‘copy’ another organisation’s
approach to information security without a thorough
and comprehensive risk assessment of their business
requirements, solutions design, risk appetite and risk
tolerance. It is important to note that any organisation
that does not approach information security in a well
structured way, driven by proper risk assessment
as provided by information security experts, will
always suffer cyber security attacks, compromises,
security breaches and exploits. The security of any
organisation’s ICT investments are bound to lag in
time behind the ever-increasing number of cyber
threats.
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Nigeria Analysis
Do you believe that a National Awareness
programme needs to be conducted? Which
stakeholders should be involved and which sectors
should this first be communicated to?

Figure 26: Should a National Awareness programme be conducted in Nigeria? (Per sector)

Figure 27: Should a National Awareness programme
be conducted in Nigeria? (Overall)
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According to the survey and the views garnered from the participants, there is an urgent need for a national
awareness programme in Nigeria. Cyber security awareness is one sure approach to winning the war against
cybercrime. It is unfortunate that a vast majority of the Nigerian population that uses the Internet is unaware of
the dangers associated with the Internet. The security agencies are handicapped without information and proper
training in solving cybercrime. Cyber security should be every persons responsibility.
The way forward is to educate the general public so that they can be able to easily recognise cyber threats and
scams.
Government MDAs and Regulatory Authorities

Which stakeholders should be involved ?
Executive management, the Local Education Agencies (LEA), the
private sector (Internet Service Providers), telecommunication
companies, and Banks), the government (Federal, state and local
government), financial institutions, e-commerce operators and law
enforcement organisations.
Which sectors should this be first communicated to?
All private and public sectors, and then to the banking/financial
sector.		

Financial Institutions

Which stakeholders should be involved ?
Financial sector, ICT Sector including the telecoms, educational
institutions, security institutions and government institutions.
Banks, financial Institutions, insurance firms, pension fund
administrators and the general public.
Which sectors should this be first communicated to?
Government, then financial, oil and gas and power sectors
respectively.
Communicated first to banks, then collaboration with government
and lastly the private and public sectors.
Stakeholders should be drawn from financial institutions and
bodies affiliated with cyber security

Telecommunication

Which stakeholders should be involved ?
Computer Association of Nigeria (COAN), Certified Information
Systems Auditors (CISA), IT pprofessionals, security law
enforcement and lawyers
All sectors especially banking, telecommunications and online
business e.g Jumia
Research arm of CSIRT
Private sector and professional bodies
Which sectors should this be first communicated to?
Financial Institutions and secondly to the telecommunication
Companies

E-Payment Companies

Which stakeholders should be involved ?
Government and private sector stakeholders
Banking and all other sectors where transactional e-commerce is
performed.

Associations

Which stakeholders should be involved ?
Everybody
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