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1.

DESCRIPTION

Scamming is the act of fraudulently stealing money, information, or other important items from an
unsuspecting victim. Scammers employ various tactics, strategies, mechanisms, and devices to portray
themselves as someone different. Scammers usually pretend to be someone they are not to get their
victim to perform tasks beneficial to them. Scammers compromise organisations, governments, and
individuals in order to steal as much as they can.

2.

POPULAR SCAMS

There are many different types of scams. Below is a list of some of the popular ones which you might
have heard about:

2.1. ATM SCAMS
These scams are usually hard for the average person to detect. The main purpose of these scams is to
draw money from a victim’s account or simply deposit it to another account directly from the Automated
Teller Machine (ATM).
These types of scams are usually conducted smoothly. One of the methods that today’s perpetrators
have employed is they come as a group and queue at the ATM with potential victims in between. They
will then let the unsuspecting victim make the transaction, and right before inserting the card, they
will warn the potential victim of scammers. As a result, they then manipulate the potential victim into
allowing them to help insert the card. Using sleight of hand, they steal the card and press the “Cardless
Options”. When the victim sees the prompt for the account number or 12-digit voucher to draw, the
victim then enters their account PIN, unaware that the remaining perpetrators behind him/her are
watching. The perpetrator who left with the card will go to the nearest ATM and wait for the perpetrators
who stayed behind to send the victim’s PIN via text. After that, the victim receives an SMS notification
that their money has been drawn at a nearby ATM while still standing at the ATM, puzzled by the ATM
not returning their card.
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STORY TIME
On the 15th of December 2018, an article was published concerning an ATM scam that was caught on
Closed Circuit Television (CCTV). According to the article, there was an ATM Scam syndicate operating
in Cape Town. An amount of R20 000 was withdrawn. Fortunately, both perpetrators were apprehended,
and perpetrator 1 was sentenced to 53 years imprisonment for theft and racketeering, and the second
perpetrator was sentenced to 50 years imprisonment (The South African, December 2018).

2.2. CRYPTOCURRENCY SCAMS
Get-rich-quick scams have been around as long as money has been around. In this instance, fraudsters
will sell you a “too good to be true” business concept. They will show you how to make loads of cash
from investing in stocks, livestock, cryptocurrency etc. After you have paid an initial fee, they disappear,
continuously making excuses, or avoiding your calls and emails.

STORY TIME
IT Web published an article in March 2018 about a South African couple that got scammed with a
cryptocurrency investment. The couple had been investing with a cryptocurrency investment company,
and everything was working well. They then heard of a new investment company that claimed to help
individuals invest in Bitcoin. They decided to open two Bitcoin accounts with the company and invested
R 190 894 on the first and R 69 102 on the second. The couple realised that it was a scam when it did
not pay off by their agreed date. In total, they lost R 259 996. After some research, it was found that
the company scammed $50 million from approximately 27 500 people from various countries (IT Web,
March 2018).
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2.3. IDENTITY FRAUD
Identity fraud scams occur when scammers attempt to obtain one’s identity in order to commit crimes
such as financial fraud, social media account hijacking, etc. Scammers usually call using office numbers
and pretend to be officials from an institution that is selling something. After they have obtained the
victim’s personal information they need, they apply for credit, loans, and other monetary services,
pretending to be the victim. They will rack up as much debt as possible. The poor victim is left to clean
up their mess and, unfortunately, at times is accountable for the debt incurred.

STORY TIME
One example of this type of scam was published by The South African in 2019, where a customer of
a cellular service provider was owed R 1 500. The service provider did not attend to the customer’s
complaint in time. As a result, the customer posted a complaint on Facebook. Thereafter, a lady
who claimed to work for the service provider contacted the customer. The two women went on to
communicate in private. The perpetrator pretended to assist the customer by asking her to send a
copy of her Identity Document (ID), payslip, and bank statement. The perpetrator had only one request
for the customer, and that was to not discuss the matter with anyone else working for the service
provider. After a few days, an amount of R 15 000 instead of R1 500 was deposited into the customer’s
bank account. The perpetrator called the customer and asked if the customer would send her the
extra R 13 500 back, as it was a mistake, the client agreed. On two separate occasions, R 15 000
was ‘mistakenly’ transferred to the customer again in the following weeks. The perpetrator called the
customer and asked her to transfer the R 13 500, on the two separate occasions, back. After some
time, the customer learned that the perpetrator opened multiple accounts in the customer’s name, and
this is where the R 15 000s originated from. The total of R 40 500 (13 500*3), which was then sent
‘back’ to the perpetrator’s account, was actually the customer’s money being sent to the perpetrator
(The South African September 2019).

S C A M S S U R V I VA L G U I D E

3

2.4. JOB VACANCY SCAMS
With the internet being the central point for anyone seeking anything, it has become a good place for
employers to post their job adverts. Employment seeking individuals also post their applications directly
on the internet. There are dedicated services established to provide employment services, whether it
be collecting and advertising job posts and forwarding applications to the employer. Scammers take
advantage of this by posting bogus job adverts online, with the intent of stealing applicants’ personal
identifiable information (PII), or even in some cases, to cause physical harm to the unsuspecting victims.

STORY TIME
According to an article published in February 2021 by GroundUp, a 30-year-old unemployed male from
the Eastern Cape was informed about an SMS stating that a mining company in Johannesburg was
recruiting boilermakers. The man called the number and was invited to an interview. Thereafter, he was
offered the job. The man was told to deposit a refundable amount of R 650 for accommodation at a
local Post Office. After he deposited the R 650, he was told to wait at a local station for a bus that would
take him to Rustenburg for his first day. The bus was supposed to pick him up at 10:30 am that morning
but never arrived. The man called the number again to inquire about the whereabouts of the bus. He
was informed that his resume was reviewed for a second time, and he was overqualified for the job.
As a result, they would be appointing him for a senior post only if he would deposit R 500 immediately.
That is when he realised that he was being scammed (The GroundUp February 20201).
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3.

HOW TO SPOT SCAMS AND SCAMMERS

It is advised that you be extra vigilant when it comes to your money, information, and anything that
may be valuable to you. Do not trust easily, even if the person seems reasonable. Remember that
scammers depend on stealing from you to survive. Therefore, they will do and say anything to get you
to take the bait. Remember to always trust your gut. For example, if you do not recognise a purchase/
withdrawal on your bank statements or your credit limit is increased without your knowledge, this might
be indicative of identity fraud.
Be careful of monetary deals which are discussed and concluded over the phone and internet. Always
make it a point to rather visit the nearest branch of the service provider you are dealing with. Be
vigilant of individuals selling things and rushing you into signing up. Before you spend your money
on something, do your research. When it comes to ATMs, never ask for or accept help from other
individuals. If you suspect that something is wrong with the machine after it has admitted your card, do
not leave the machine, rather shout for a nearby bank official to assist you.
On another note, if you are interested in a job post, inquire as much as possible about the company.
You can complete a google search on the company name accompanied by the keyword “Reviews,”
e.g., “Alert Africa reviews”. If there are bad reviews about the company, google will display them on the
first page. If the company checks out, the next step will be to call the company reception and inquire
about it. In this case, be sure to call the official company number and not the one provided in the
job advert.

4.

WHAT TO DO IF YOU FALL VICTIM

•

Report this crime to the local police.

•

For assistance, report any cybercrime via the Alert Africa website: https://alertafrica.com/
report/.

•

If it is an ATM or banking scam, report it to the banking institution and change your passwords
and PINs as soon as you are able to.

•

Always keep the card cancellation number of your bank on your contact list.

•

Never give anyone your bank card or PIN. If you suspect that your PIN has been compromised,
change it immediately.

•

Keep as much evidence as possible, including screenshots and photos.

•

If possible, take someone with you to a job interview, even if the company seems legit.

•

Never deposit money to any company promising employment.

•

Keep personal information (Identity, passport and credit card numbers, as well as any other
personal identification numbers) safe to avoid identity fraud.
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