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Guiding You Through Cyberspace

CYBER SAFETY
AWARENESS PLEDGE
I recognise that...
I have the right to use electronic devices for my development.
I need to be�er my knowledge of the physical and digital world I live in.
I have the right to protect myself from risks and threats in cyberspace.
I have a digital footprint which needs to be protected.

However, I understand...
It is risky to share my sensi�ve personal informa�on with strangers.
I have a duty to report any oﬀensive and inappropriate content to a responsible
adult.
To only use strong passwords, not write my passwords down or use the same
password across mul�ple sites.

Therefore, I will…
Be a responsible cyber ci�zen and always think before I post.
Heed the guidance and rules on cyber safety of my parents and caregivers.
Show respect to others online.
Protect myself and all the people I care about by being cyber safe.
For further informa�on visit:

• h�ps://www.cybersecurityhub.gov.za/cyberawareness/ • h�p://cyberaware.co.za • h�ps://www.thutong.doe.gov.za/• h�ps://wolfpackrisk.com/

CYBER SAFETY
AWARENESS
TIPS
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A Trip Into Cyberspace
Maintain a responsible digital footprint Realise that the content you create or share, may be
stored in cyberspace forever.
Be aware of cyber risks and threats - You have the right to be safe online
but also remember to behave in a decent and responsible way.
Be wary of sharing your personal informa�on - Informa�on may be stolen and used by criminals or sold to marketers.

Protec�ng People
Report cyberbullying - If you are a vic�m of bullying, keep evidence of the bullying. Remember that you have rights as
per the 2011 Harassment Act of SA. Tell a trusted adult, don’t ignore it, report it!
Be aware of both physical and cyber threats - By knowing about all the dangers and threats, you can keep yourself
and your family safe.
Show respect to yourself and other people - Being online does not mean that you have the right to behave badly.

Securing Devices
Educate each other - Help one another by passing on info on new apps, sites, technologies, and threats – always share
and communicate.
Keep your mobile devices safe and secure - Make sure that your devices are secured by a passcode or password.
Also ensure that your sensi�ve personal informa�on can be remotely deleted.
Protect against malware - Update all apps and install reputable an�-malware so�ware on all your devices.

Smart Apps
Understand social media - There are loads of social media pla�orms for all tastes – good and bad! Choose wisely.
Be safe when web browsing - Only use secure and legit websites with a good reputa�on for online browsing.
Ensure that there is a lock icon at the top of your browser.
Take precau�on on all apps and gaming pla�orms - Use a vague username and never share personal informa�on or
your address with people you meet online.

Useful Informa�on
Enable safe search on your browser - Protect yourself against bad websites. Only view content that is for your age
group and report sites that break the rules.
Try to keep up to date on the latest cyber scams - Cyber criminals are always busy looking for new and clever ways to
scam you.
Manage your passwords correctly - Never write your password down or use the same password for all the sites you
visit or use.
For further informa�on visit:

• h�ps://www.cybersecurityhub.gov.za/cyberawareness/ • h�p://cyberaware.co.za • h�ps://www.thutong.doe.gov.za/• h�ps://wolfpackrisk.com/

